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1. PC requirements

SiPass Server System Requirements:

SiPass MP v ve
2.90

Note:
SiPass 2.80 only supporting 64 bit operating systems

SiPass MP v v
2.90

*  Memory 8 GB (minimum), 16GB Recommended

e Hard Disk Drive 1 TB or more recommended

e Ports Ethernet 100Mbit / 1000Mbit (1000 Mbit Recommended)
« Intel core i5 or higher (5t generation or above)

Please also check:

Please check always the documentaions located at each SiPass DVD concerning latest
information related to supported Operating System and Database versions.

Also take care for ,Release notes”and ,System limits”.
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2. Database information

SiPass can use a licensed SQL-Server or the free of cost SQL-Express variant. (page12)
Dependent of the SiPass system size, the licensed or Express SQL-variant must be used.

The SQL Express Edition database applications have been limited by Microsoft. As the
database transactions increase, the performance of database application will decrease.

As a rule of thumb, a SiPass integrated Server used in conjunction with either of these
versions of SQL should not exceed 10.000 cardholder or 100 doors, or 5 workstation
clients. Whilst some trade-offs can be made between these numbers or lower traffic sites
can quite happily exist, larger installations should purchase the full SQL Server database
license to ensure the integrity of their system at all times.

SQL-Express can be installed automatically by the SiPass installation.

The licensed SQL-Server must be installed manually in front of the SiPass installation.
For the SQL database installation please refer to the “SiPass integrated Installation
Manual”.

This folder is located at each SiPass DVD in \Documentation\installation and User
Information.
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3. SQL/SQL Express Database installation

Manual SQL-installation:
During the manual SQL installation some points must be considered!
See “SiPass integrated Installation Guide.pdf”

Automatic SQL-installation:
If the SQL-Server is not preinstalled at the SiPass-Server the SiPass setup will automatically
install SQL Express.

Attention:

! Since SiPass 2.90, it is possible to use an external SQL server.
So, the SQL server can be installed on the SiPass Server PC or
the SQL-Server can be external now!

(Courseware ,SiPass with remote SQL")

4. Java Runtime environment

The SiPass version 2.95 will need no Java Runtime, mustn’t be installed.

5. 1IS installation

The Internet Information Service (lIS) is needed for the SiPass Web-clients usage.
Since SiPass 2.80 the setup will activate the necessary ISS settings automatically.
No additional settings must be activated as in older SiPass versions before.
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6. SiPass License

Since SiPass 2.80 the LMS license managemant tool LMU is used.

During the SiPass setup the LMU application will not be installed. We recommend to setup
LMU and also activate the license before start SiPass setup.

(SiPass 2.90 will use the LMU version 2.6)

LMU training can be found here: https://siemens-learning-
sipartnerportal.sabacloud.com/Saba/Web spf/[EU2PRDO112/common/ledetail/AAA-
0000504 1/latestversion

(If the link does not work navigate to myLearning and search for LMU)

It is recommended to mount the SiPass DVD ISO to setup SiPass.
For the LMU-installation the DVD should not be mounted. Reason is that the LMU-
Installation must write the installation result (log-file) to the installation folder.

Therefore:
Copy the LMU setup file to a folder location where it is possible to write the setup log file.
The LMU setup can be found on SiPass DVD folder: \Prerequisites

License Management Utility (2.4.815)

SIEMENS CSIC:2732  ADMIUMSDE@MDICIYNG  OpenationMoce:Ful 92320201341 | Mens [ v |

Site Value i not avalabie

¥ Machines Selectal icerses.  Query | A [ v | | pana/Cotapie | Create Ucense eport Il
» [ My Computer

Product Famity

SiPass

Product Version Activation ID Count Return Count Started On Expiration Dongle ID  Trust Flag CSID  CSID Enfor
1\ S@Pass Saandaed Egition 28 1 A ULLY TRUSTED 22732 Yes
1) sPuss photo ID & image v 2.8 ULLY TRUSTED 22732 Yes
ULLY TRUSTED 22732 Yes

e
F

T 52055 visitor management 2.8 A

FULLY TRUSTED 22732 Yes

F

F

F

» 11N sPass graphics 28 1
’ T SPass messaging 28 ULLY TRUSTED 22732 Yes

f\ SiPass Int. intnusion License 2.8 1 ULLY TRUSTED 22732 Yes

22z 2222

ULLY TRUSTED 22732 Yes

T sPass Wed Chent Access 28 s

+) Onire retum
Mamay retum
Certificate remova

Cestificate export

LMU support handled via the standard product support process.

How to order /| upgrade guide: SiPass how to order and Upgrade Guide - ID: 109784510 -
Industry Support Siemens
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7. Engineer License

with the LMS licensing a new SiPass License was introduced,
the SiPass Engineering License.
What is the use case for the Dongle based license?

Q: Is this Engineering License needed to setup a customer
system?
A: No is not

Q: Does the Engineering License enable additional engineer
features?
A: No

Q: Is it needed to order additional the HW Dongle?
A: Yes, Order number: S55802-Y148

Q: Has the SiPass Engineering License a expire date?
A: Yes, after activation the Engineering License can be used
for 12 month

Q: Can I renew the SiPass Engineering License with a SUR order?

A: No, new SAP order have to be placed (P54511-P110-A1-L)

What is the use case for the Engineering License?

SIEMENS
Ingenuity for Life

License Details

License Information:

Site ID: 22732

Fadlity Number: 0

Card Technology:  Siemens Readers Clkdata/RS485

o Low Level Elevators

o Smart Card Encoding

o Datz Synchronizer

"4 High Level Elevators

’ Management/Enterprise AP

o Photo ID and Image Verification
o Messenger

o Time & Attendance Export

Workstations: 20 OPC ARE Clients: 20
HR Interface Clients: 20 Web Clients: 20
Card Limit: 999999 Door Limit: 999999
Offiine Doors 999999
Available Modules:
" Graphics o OPC ASE Server Interface
J Guard Tour ( Visitor Management

o Intrusion
o Generic DVR AP
o salto Integration

e Test/ Lab setups (if the build in DEMO mode of SiPass is not sufficient)
e commissioning on customer site => Subscription expire date of the customer
license first set after site setup, customer have full 12 month Software subscription

status

e customer demos (if the build in DEMO mode of SiPass is not sufficient)

e POC
e APl development

The dongle is used also for Desigo CC and often called Desigo CC Dongle because this was
the product which used it the last years. But in general this is a LMS Dongle and any
system under LMS can use this dongle (CMD.04 LMS Micro Dongle):

Any SiPass license option can be activated:

e online (trusted store)
e offline
e dongle (if this is needed or whished by the customer)

The SiPass Engineering License can only be activated via dongle (no online trusted store

activation possible.
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8. SiPass integrated Server/Client installation

Since SiPass 2.80 the setup has been simplified by following items:

e No need to enter license details anymore

e Card technology, Facility and Site code can be individual selected during setup
(no longer part of the license)
Change is also possible afterwards via the Credential Profile dialogue if no card is
assigned to the Credential Profile

e IS will be installed and configured automatically

e Since SiPass version 2.95 no Java Runtime needed.

During setup SiPass all options will be installed also if LMU was installed before and the
SiPass options activated.
If e.g. HR APl is not part of the license the corresponding service will not be started.

It is possible that the setup requires a one or two restart of the PC.
If the installation will not automatically continue just restart the installation again.

Preparation: Allocate the “SiPass Service User”

The SiPass-Services will be started with a standard windows account.

This standard windows account will be called “SiPass Service User”.

To make it easy, also name the dependent standard windows account for example
“SiPassServiceUser”.

As preparation the “SiPass Service User” can be allocated in front of the SiPass installation.
During the SiPass installation the “SiPass Service User” must be selected.

(also have a look the page 14)

Note: In front of the SiPass installation from ISO-File!

o o Properties < In front of the SiPass installation, the ISO-File must be
General petails  Previous Versions unblocked.

ﬁ s Open the properties of the ISO-File.

e S * " " . . . .

— If the “Unblock” tick-box is shown, the ISO-File is

Type of file:  Disc Image File (.is0) blocked.

ek it | [ Waclove Exples change... Then tick “Unblock” and “Apply”!

Location: G:\Shared drives\Software\SiPass\SiPass 2.95

Size: 51 (20,7 ) If SiPass will be installed with a blocked ISO-File, often

Size on disk:  2.05 GB (2,209,822,720 bytes) the SiPass-Server-Service can’t be started!

Created: Wednesday, 29 November 2023, 2:19:45 PM

Modified: Wednesday, 29 November 2023, 1:46:39 PM

Accessed: Wednesday, 29 November 2023

Implicit “Unblock” ISO-File!
Attributes: (] Read-only [ Hidden [C) Archive

to help protect this computer.

Security: This file came from another
[ computer and might be blocked Unblock ]

OK Cancel Apply
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It is recommended to mount the DVD ISO or copy the full SiPass DVD to C:\ and start the
installation from there.

To start the SiPass integrated setup please execute the ,Install.exe” from the DVD image
root as Administrator (right click -> run as Administrator).

The setup checks first the PC environment an install necessary system application.
Microsoft not allowing a hidden installation of some applications.
This is the reason all need to confirm terms and conditions one by one, e.g.

SiPass integrated - InstallShield Wizard

y SiPass integrated requires the following items to be installed on your computer. Click
L¥Y  [nctall to begin installing these requirements,

Status  Reguirement

Pending Microsoft Visual C++ 2015-2022 Redistributable Package (x86)
Pending Microsoft Visual C++ 2015-2022 Redistributable Package (x64)
Pending Microsoft .MET Framework 4.8

Pending Microsoft ODBC Driver 17.10.4 for SQL Server (x64)

After the pre-setup is finished the SiPass integrated setup starts with the Welcome dialog.
On the next page the license agreement has to be accepted.

15 SiPass integrated Setup X

Welcome to the SiPass integrated Installation 4 SiPass integrated Setup *

<4 Wizard
‘ -‘ License Agreement
Please read the following license agreement carefully.

It is strongly recommended that you exit all
programs before running this setup program.

A
Siemens SiPass End User License Agreement
Click Cancel to quit the setup program, then dose any programs Important: this software end user license agreement ("EULA™ is a legal agreement
you have running. Click Next to continue the installation. between you (either an individual or, if purchased or otherwise acquired by or for an

entity) and Siemens. Read it carefully before completing the installation process
and using the software. It provides a license to use the software and contains
'warranty information and liability disclaimers. By selecting the next button and using
the software, vou are confirming your acceptance of the software and agreeing to
become bound by the terms of this agreement. If you do not agree to be bound by
Unauthorized reproduction or distribution of this program, or any| these terms, you must choose exit to cancel the installation.

portion of it, may result in severe cvil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

WARNING: This program is protected by copyright law and
international treaties.

(®) T accept the terms in the license agreement Print

(01 do not accept the terms in the license agreement:

InstalShield

= Cancel
<oas Conce
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In the next dialog has to be defined which hardware platform is used, because SiPass
integrated can still migrate an older systems called Advantage NT.

1 SiPass integrated Setup x

Hardware type
Select the hardware type.

(®) ACC Platform

(D) ACC / NT Platform

InstallShield

The ACC platform is for SiPass integrated in conjunction with ACC controllers:
ACC-AP, AC5102, AC5200, AC5100 or the Granta Controller.

The ACCINT Platform is for SiPass in conjunction with the “Advantage NT” and ACC
controllers.

Intern Page 10



Select the features for the installation.
Since the SiPass version 2.90 the Webserver “Website” installation can be deactivated.
If later Web-clients will be needed, it is possible to additional install the Webserver any

time it is needed.

ﬁ SiPass integrated Setup

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

o i =0 + | Database
Configuration Client
Operation Client
Web site

HR. API Core

Feature Description

The Server communicates with
the security hardware and the
SiPass database.

This feature requires 14MB on
your hard drive. Ithas 1of 1
subfeatures selected. The
subfeatures require 2987KB on
your hard drive.

Install to:
C:\¥Program Files (x86)\5iPass integrated\ Change...
InstallShield
Help Space < Back Cancel

The installation path can be defined via “Change”, if the “Server” is selected.

SIEMENS
Ingenuity for Life
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This the new setup dialogue to define Card Technolgy, Facility and Site code.
Simply choose what is needed.

15 SiPass integrated Setup x

Options
Enter the installation options.

Card Technology: | Siemens Readers ClkData/RS485 ~
Fadiity: [
Site: [0
InstallShield

If you have chosen wrong card tech, it can then be changed via the Operation Client

Credential Profile dialogue.
Consider, a change is only possible if no card is assigend to the credential profile.

Click Next and select the SQL Instance you want to use for the SiPass integrated system.
Since SiPass 2.90 the SQL-Server must not be on the same PC as the SiPass-Server.
(For an external SQL-Server have a look to the courseware “SiPass with remote SQL")

1 SiPass integrated Setup >

SQL Options
Enter the SQL Server information

Please select a SQL Server instance:

@ Use existing SQL Server instance: | M

O Install MSSQLSERVER. instance of SQL Express
2022 and use it.

The SQL named instance entry should be in the format "(SQL Hostname)Y{Mamed Instance)”.
For default SQL instance, only (SQL Hostname) is required. The (SQL Hostname) can be a
remote computer if it's in a domain.

InstallShield
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If no SQL is available at the SiPass Server PC or the existing SQL installation is not
compatible with SiPass integrated, SiPass setup offering to install SQL Express.

15 SiPass integrated Setup >

SQL Options
Enter the SQL Server information

Please select a SQL Server instance:

O Use existing SQL Server instance:

® Install MSSQLSERVER instance of SQL Express
2022 and use it.

Installshield

Each SQL database installation needs to have an “SA” administrator set.

SiPass integrated setup set the SA password in the background.

This PW is not needed to know and can be changed, if required by the customer, with
help of the SQL Management Studio.

It is needed to accept the terms in the license agreement for SQL Express setup.
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Info “SiPass Service User”:

The SiPass Server Service has to be started by its own (dedicated) Windows Account.

A Windows standard user account is sufficient (non-admin rights required).

Depending on Host Event Task functions it could be necessary to assign the SiPass Service
User Administrator rights. E.g. if a DB backup is performed via a Host Event Task.

Attention: As “SiPass Service User” don't use the User who is at the moment used for the
Windows login! This will create an error.

Please note: It is not possible to change the SiPass Service User afterwards.
If this is required SiPass need to be reinstalled with the new Windows User for the SiPass
Service (create an backup of the database before you reinstall SiPass).

Since SiPass version 2.95 it is possible to change the SiPass Service User password.
Therefore, the followings steps needed:

e stop all SiPass services.

e change SSU password at the AD or Local Users and Groups

e change the PW at all SiPass Services (Properties \ Log On)

e start SiPass services.

Tip: enter “LUSRMGR.msc” to the Run
Dialogue (open with WIN + R) and create the needed User (if a domain is used the
Domain- or Active Directory-Administrator need to create this Windows user).

If you click on o , Windows will open the User selection window where you can search
for all user that are configured on the Server PC via the Advanced option.

— —
SiPass-Dienstanmeldung Select User %
Geben Sie die Kontoinformationen fiir den SiPass-Dienst ein
Select this object type:
Anmelden als: |User | Object Types...
R— | From this location:
enutzername:
Domain erforderlich, z. B. 'domain'user'. |S|P_SR\J’2D‘I E | Locations...
Common Gueries
Passwort: || |
Starts with B
Starts with

Select this object type:

|User Disabled accounts Stop

S MNon expiring password )

[siP-sRv2016 =7

InstallShield —
Enter the object name to select (examples):
OK Cancel
Search results: _ ne
Name In Folder
bz O &, administrator SIP-SRV2015

&] DefauttAccount SIP-SRV2016
24 Guest SIP-SRV2016
b A SiPassServicelser SIP-SRV2016

Intern Page 14



SIEMENS
fhg.&huﬂyﬁrulfe_

45 SiPass integrated Setup X
SiPass-Dienstanmeldung
Geben Sie die Kontoinformationen fiir den SiPass-Dienst ein

Anmelden als:
Benutzername: ISIP-SRVZOlG‘\SiPassSErvicEUsEr
Domain erforderlich, z. B. 'domainiuser’,
Passwort: || sesneseny |

Since 2.95 the installation requirements will be checked.
45 SiPass integrated Setup *

Prerequisites

Prerequisites validation.

File Execution Permission
Registry Access
Folder Access

Port Access

OO

SQL User Rights

InstallShield

The “Ready to Install the Program” dialog is displayed.

1 SiPass integrated Setup X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didc Back. Click Cancel to
exit the wizard,

NOTE: this installation will update the Windows hosts file located at
C\Windows\System32\drivers \etc. This may cause warnings from some
anti-malware or anti-virus products.

Instalishield

Now the SiPass setup install all the needed stuff, this will take some minutes.
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SiPass Authentication Management Wizard is displayed to select existing Certificates or
create SiPass “Self Signed” certificates.

&

SiPass integrated Authentication Management

Select the operation to perform:

® Choose or generate a certificate used by SiPass integrated for authentication and encryption purposes.
The following components will be affected:

SiPass Server. Configuration Client. Operation Client. HR-API Core. Management Station APl Service. HR APl Servic

Choose or generate a certificate used by remote SQL Server for encryption purposes

Click the Next button to start...

Neodt = Cancel

Two Certificate options can be used
1. Applying an existing Machine Certificate
Use of already existing certificates of the PC
2. Generate and apply Self-Signed Certificate
Certifates for SiPass will be generated

@ Authentication Management (Administrator ) — O x
[] Enable High Security {Configuration Client can run locally only; Operation Clients are not affected)

[] Generate Sef-Signed Certficate

(- Certfiicates {Local Computer) Subject | lssuer | Mot After | Mot Before | Signature Algorithm | Version | Friendly Name
i~ Other People
- Third-Party Root Certification Authorities
- Intermediate Certification Authorities
- Untrusted Certfficates
[ Personal
- Trusted Root Certffication Authorities
- Trusted People
.- Trusted Publishers

< Back Finish Cancel
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You can install SiPass integrated Server and Remote Clients using a Machine Certificate or
a Self-signed Certificate. While the basic process remains the same in both cases, the
difference lies in how the certificate identity is authenticated among the Server and Client
Computers.

Self signed certificates (see page 18)
Can be generated through several available tools. However, it is recommended to
use the SiPass integrated Authentication Management Wizard for the purpose.

Note: The CA (certification authority) signature is not strong enough to ensure maximum
security but this method gives you an automated way of generating and applying the
certificates on both the computers and requires minimal manual effort.

Machine certificates (see page 19)

In a Windows domain of an organization, each computer gets a specific machine
certificate installed (which is based on a trusted CA). This ensures maximum security at
each level.

Note: This method is recommended for ensuring maximum security. However, it requires
some effort from the user to look for the installed machine certificate in the Windows
Certificate store, copy the Certificate Thumbprint and provide it manually during the
authentication process.

E] Authentication Management (Administrator )

Enable High Security (Configuration Client can run locally only; Operation Clients are not affected)

If you select Enable High Security, the Configuration Client can only run on the
SiPass Server PC itself and not from a Remote Client.

Intern Page 17
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Use Self signed certificates

Select Generate Self-Singed Certificate and click to finish (it take some moments until the
certificate are created and applied).

A new certificate is generated and applied to SiPass integrated server and local clients.
The certificate generated in this step will bear the full computer name in its subject.
All the remote clients will use a “child” of this self-signed certificate.

7 Authentication Management (Administrator ) — O >

[] Enable High Security {Configuration Client can run locally only; Operation Clients are not affected)

Generate Seff-Signed Certfficate

- Certificates (Local Computer) Subject | Issuer | Mot After | Mot Before | Signature Algorithm | Version | Friendly Name
Cther People

Third-Party Root Certification Authorities
ntermediate Certification Authorties
Urtrusted Certificates

‘ersonal

rusted Root Certffication Authorities
rusted People

rusted Publishers

< Back Finish Cancel

[] Enable High Security {Configuration Client can run locally only; Operation Clients are not affected)

Generate Seff-Signed Certfficate

[=)- Certificates (Local Computer) Subject lssuer Not After Not Before Signature Algorithm
Cther People

Third-Party Root Certification Authorities
ntermediate Certification Authorities iZE Win10En171  SiPass Root CA  13.12.2023 1235114 29.09.2020 13:3%:14  System.Security Cryptogr

rusted Roct Cerdffication| Authentication Management e

rusted People
rusted Publishers

o The certificate has been successfully applied.
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Use Machine certificates

The tree view on the left lists all the different certificate stores you can pick from. Select a
certificate store in the left hand side tree view and then select a certificate in the grid on
right hand side (populated with all the certificates within this store).

Note: Only the certificates with a private key are listed here.

Click Finish to apply the certificate and start the Installation.
The selected machine certificate is applied to SiPass integrated server and any local client.

5 MAuthentication Management (Administrator ) — [} e

[] Enable High Security {Configuration Client can run locally onty; Operation Clients are not affected)

[ Generate Self-Signed Certfficate

(- Centfficates (Local Computer) Subject lssuer Not After Mot Before Signature Algorithm
- Other People

- Third-Party Root Cerification Authorities
.. Intermediate Centffication Authorties |El WIN2016EN173  SiPass Root CA  23.06.202113:10:17  10.04.2018 13:10:17  System. Security Cryp)

rtification Authorties
- Trusted People
- Trusted Publishers

[l

< Back Finish Cancel

Authentication Management *

o The certificate has been successfully applied.
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Setup of SiPass integrated successfully completed.

# SiPass integrated Setup X

SiPass integrated has been successfully
installed.

Click the Finish button to exit this installation.

[ show the Windows Installer log

Cancel

If the Installer log should be displayed, enable the option before click the Finish button.

IMPORTANT:

Do not forget to apply the latest patch before you start configure the system.
A link can be found always inside the SISO download container of 2.95.
SiPass 2.95 DVD ISO (2.95.03) - ID: 109824530 - Industry Support Siemens

NinTRAT

Entry type: Download Entry ID: 109824530, Entry date: 12/21/2023 17 ¥ 77 17 17 (0)
> Rate

SiPass 2.95 DVD IS0 (2.95.03)

Entry  Associated product(s)

EN,DE, FR, IT

A Incremental Release / Hotfix for v2.95

A How to upgrade to the latest SiPass version

bor o 2.95_Produci_Release_Notes.pdf (594,6 KB)
for o* SSCPv2_Quick_Start_Guide_V3.pdf (192,2 KB) (updated 25.10.2023)

EN

Do SiPass_MP2.95 03_EN.iso (2,1 GB)
D o SiPass_MP2.95 03_EN.iso txt (1 KB)

Please reade this ” Viva Engage post

O SiPass_MP2.95 03_DE.iso (23 GB)
[ o* siPass_MP2.95.03_DE.iso.md5.tit (1 KE)
A Bitte diese Information beachten!

=>» continue with “login” at chapter 12.
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Example: SiPass 2.95.03, Incremental Release 0002.

IR=Incremental Release; HF=Hotfix
Always use the latest Release, doesn’t matter if the latest version is a IR or HF.

Name Date modified Type
SiPass_MP_2.95.03.0002_IR.exe 28.12.2023 14:37 Applic
T-Zip self-extracting archive x

Extract to:

VLRDDOZY

SW » IRD00Z » SiPass MP 2.95.03.0002 (IR) » v &
MName Date modified Type Size
DISK1 28.11.2023 15:26 File folder
Documentation 20.12.2023 13:03 File folder
Firmware 20.12.2023 13:03 File folder
Localization 28.11.2023 15:27 File folder
055 Declaration Documents 20.12.2023 13:03 File folder
Sample APl Application 28.11.2023 15:27 File folder
Tools 28.11.2023 15:27 File folder
logdnet.dil 22.11.2023 08:20 Application extens... 264 KB
[] siPass MP 2.95.03.0002 (IR) Enhancement... 20.12.2023 07:14 PDF File 195 KB
SiPass.Patch.Common.dll 22.11.2023 09:15 Application extens... 18 KB
IESiPass.Pa‘lchSeiup.exe 22.11.2023 09:15 Application 108 KB
D SiPass.PatchSetup.exe.config 082.08.2023 10:23 COMFIG File 22 KB
ol SiPass Patch Setup - O *
SiPass installation location |C:\ngram Files (x86)\5iPass integrated"\ | Cument Version  2.95.03.0001
Patch files location |C:\SW\IR0002\SiPass MP 2.95.03.0002 (IR} = Patch Version  2.95.03.0002
Message Status
Apply Patch Close
WS SiPass Patch Setup — O *
SiPass installation location |C:\F'mgram Files (x86)\5iPass integrated\, | Cument Version  2.95.03.0001
Patch files location |C:\SW\SiPass MP 2.95.03.0002 (IR} | Patch Version  2.95.03.0002

Message

Stopping service SiPassintegratedHRAPI ...

Stopping service SiPassServer ...

Finished.

Stopping service SiPassintegratedManagement StationAP| ...

Status

Service SiPassintegratedHRAP| Stopped ..

Service SiPassintegratedManagement StationAFP| Stopped ...

Service SiPassServer is forced to stop due to timeout

S0QL Seript - Config_DB_Support_Backup_Restore sql Succeeded.

SQL Script - PCR_2288073_UpdateRestrictedFisldForCardhold... Succeeded.

Starting service SiPassServer ... Serl

Starting service SiPassintegratedHRAP! ... Sen siPass Patch Setup x

Starting service SiPassintegratedManagement StationAF| ... Ser

Starting service AdvOPCServer ... Sen it period

o All files were updated successfully,
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9. Renew certificate

The SiPass self signed certificate is 1170 days valid, 30 days before the certificate expires
the operator gets an info that the certificate needs to be renewed.

With help of the SiPass.CertificatePicker.exe a new self-signed certificate can be created and
assigned to Server and Client. This tool is located inside the SiPass installation folder
(C:\Program Files (x86)\SiPass integrated).

9.1 Renew self-signed certificate

Start the tool as Administrator.
The following dialog will appear.

&

[] Enable High Security (Corfiguration Client can run locally only; Operation Clients are not affected)

[] Generate Seff-Signed Certificate

[=)- Certfficates (Local Computer) Subject lssuer Not After Not Before Signature Algorithr
i Other People

- Third-Party Root Certification Authorities
. Intermediate Certification Authorities iZE Win10Ent64EN172  SiPass Root CA  24.09.2022 13:20:13  12.07.201913:20:13  System.Security.Ci
- Untrusted Certificates ZE  Win10Ent64EN172  SiPass Root CA  29.09.2022 15:55:23  17.07.2019 15:55:23  System.Security Ci
- Personal i i .
Trusted Root Cel SiPass integrated Authentication Management
i-- Trusted People
- Trusted Publishe

The SiPass integrated service will need to be restarted if any
changes here are made, Do you want to stop the service now
[click "Moo’ if you plan to restart the service later)?

Yes Mo

< Back Finish Cancel

We recommend to stop the SiPass-service in front.
After that activate that option “Generate Self-Signed Certificate”.

The following questions we recommend to answer with “Yes”.

SiPass integrated Authentication Management

Would you like to copy the Windows account permissions
from the previous certificate to the new certificate?

5iPass integrated Authentication Management .

It appears 5iPass is currently using a self-signed certificate.
Would you like to remove it?

es Mo Cancel
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If the procedure was successful you will get the following information.

o The certificate has been successfully applied.

Mote: The certificate configuration on remote clients also
need to be updated with this Authentication Management
tool,

From this point the remote clients can't connect any more to the SiPass server.
To solve this problem also at the remote clients the certificate must be renewed.

9.2 Renew remote client certificate (based on the self-signed Server certificate)

Start the SiPass Configuration-client and open the Client-configuration dialog.
It is possible to create for all clients the new certificates in one step.

B Client Configuration - Mew — O *
Wi 10Ent 174 |
WnllEmt 17 Full computer name: ||
Win10Ent 176

Certificate Thumbprnt

] Only check thumbprint for suthantication

| Generate Self-Sigred Cerlificate

I Generate All Self-Signed Certificates.. ] Hew Save Server Thumbprint ._. Save Delete Close

Choose “generate all self-signed certificates” and create a new folder.
In this new folder each client will get a separate folder allocated.
Now copy the new created remote client certificate to the respective remote client.
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At the remote client start the SiPass.CertificatePicker.exe as Administrator.

Import Client & Server Certfficates From:

hd
=== 5

]
6CF11D305EE11855900A990D9A05090B6762FB47

2

Signature Algorithr

B Certificates (Local Computer) Browse For Folder
i Other People
i... Third-Party Root Certificati

=

Mot Before

- Intermediate Certification A 16:03:55  System Security.Ci
- Untrusted Certificates
- Personal [&] Pictures
- Trusted Foot Certffication B videos
-~ Trusted People v i Local Disk (C:)
i Trusted Publishers .
inetpub
PerfLogs

Program Files
Program Files (x86)
TEMP
Users
v Win10Ent173new
Win10EntB4EN1T3 |

i v

Make New Folder Cancel

Now just select the correct certificate for this client and agree with two times Yes.

SiPass integrated Authentication Management

Would you like to copy the Windows account permissions
from the previous certificate to the new certificate?

SiPass integrated Authentication Management

It appears 5iPass is currently using a self-signed certificate.
Would you like to remove it?

Mein Abbrechen

The now shown certificate-thumbprint is only a information, no additional actions
needed.
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9.3 Renew Machine certificate

SiPass Server side:

Also for this function the SiPass.CertificatePicker.exe will be used as described above.
Instead of creating or importing a new certificate the existing new certificate has just to
be selected. For the SiPass Server the certificate is changed now.

If remote clients connected, it is needed to enter at the “Client configuration” for each
client the "“Thumbprint” of the new remote-client-certificates

B Clientkonfiguration - Win10Ent176 - O *
9
~Win10Ent174 Honfigurationen
m = Vollstandiger —— -
; Win10Ent175 Compuiermame: Win10Ent176 |

Ent176
Computername (iber die IP-Adresse auflésen

Zertifikat-Fingerabdruck: |A2I3 83E4024BCT02B64C761BD5A2ZITA26TFCEITE |

[] Zur Authentifizierung nur Fingerabdruck priifen

Selbstsigniertes Zertifikat erstellen ...

Alle selbstsignierten Zertifikate erstellen . Neu Server-Fingerabdruck speichern ... Speichern Léschen Schlielten
S—

Remote client side:

At the remote client side the certificate selection and the possibility to enter the Server
certificate thumbprint is in the same dialog.

Start the SiPass.CertificatePicker.exe select the new certificate and enter the Server
certificate thumbprint.

IJ:I Authentication Management (Administrator )

1 Import Client & Server Certificates From:

Server Certificate Thumbprint: J4CTF959ECICB5ACT3ERS1079755A153B1C2844C

[l- Certificates (Local Computer) Subject Issuer Mot After Mot Befe
i Other People

i+ Third-Party Root Certification Authorities
i Intermediate Certification Authorities ==l Win10Ent64EN173  SiPass Root CA 06.10.202213:27:38  24.07.20

If the Server Thumbprint is not known:
In the “Client Configuration” mask is a button to store the Server-Thumbprint.
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10. Manage the SiPass Certificates

For the following described steps it is mandatory to use a Windows Administrator
account.

To manage the SiPass Certificates you have to open the MMC console.
Open Run (Win +R) and enter “mmc” followed by “OK".
The empty Windows Console started

Click on File-> Add/Remove Snap-in-> Select “Certificates” and click on Add.

ﬁ Consolel - [Console Root]
i@l File | Action View Favorites Window Help

& New Ctrl+N

[ Open... Ctrl+O

ro| Save Ctrl+S
Save As... There are no items to show in this view.
f Add or Remove Snap-ins |
Options...

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.
1 C:A\Windows\..\services.msc

5 Avaisble snap-ins: Selected snap-ns:
2 C:\Windows\system32\secpol.msc T Vendor - | Console Root | Editextensons...
Exit = Activex Control Mcrosoft Cor... Remave

lanager Microsoft Cor...

n

Maosoft Cor...
g entServices  Maosoft Cor...
A Computer Managem... Maosoft Cor...

21 Device Manager Migosoft Cor,.. — add >
=% Disk Management Microsoft and... - |
{@Event Viewer Microsoft Cor...

_ Foider Microsoft Cor...

%/ Group Policy Object ... Microsoft Cor...
(@ intemet Informato... Mcosoft Cor...
;[P Security Monitor Maosoft Cor...
8 1P seaurity Polcy M...  MosoftCor... Advanced...

Desaiption:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Lo J[ comn ]
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In the new opened window select “Computer account” and click Next.
Select “local computer” and click on Finish.

Certificates snap-in d

Select Computer >
This snap-in will always manage cedificates for:

O My user accourt Select the computer you want this snap-in to manage.

() Service account

(®) Computer account

Thig snap-n will always manage:

(®) Local computer: tthe computer this console is running on)

() Another computer: Browse. ..

[] Allow the selected computer to be changed when launching from the command line. This
< Back Mext = only applies if you save the consale.

ok ==

Expand Certificates -> Personal -> Certificates, here you find all personal “Certificates”.
Also the certificate generated by SiPass (SiPass Root CA).

E Consclel - [Console Root\Certificates (Local Computer)\Personal\Certificates]
File Action View Favorites Window Help
ol AR 0 (W= ANEREYN 7)o

| Console Root lssued To
v il Certificates (Local Compute
~ || Personal
| Certificates
| Trusted Root Certificatic

“l Frternrice Trust

-~

lssued By Expiration Date  Intendec
?QWINE{H BEN1T3 SiPass Root CA 23.06.2021 <All=

To Change the access rights for the users of the certificate select the certificate -> click
with right mouse button-> Select “All Tasks"”-> “Manage Private Keys..."

Consclel - [Consele Root\Certificates (Local Computer)\Personalh Certificates]
E File Action View Favorites Window Help
o | fFE £ L XE = BFE

| Console Root lssued To
v il Certificates (Local Compute
~ || Personal
| Certificates
| Trusted Root Certificatic All Tasks ? Open
| Enterprise Trust

lssued By Expiration Da

SiPass Root CA 23.06.2021

Open

- Cut Request Certificate with Mew Key...

~| Intermediate Certificatic - - B

| Trusted Publishers oFY ENEW L ETLTICLE WILT FEEW R

| Untrusted Certificates Delete Manage Private Keys...

- Third-Party Root Certific Properties Advanced Operations >
| Trusted People

| Client Authentication |s: Help Export...

| Preview Build Roots

Intern Page 27
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With this step a user will be added who is not member of a already existing user-group

and is no administrator.

Special permissions

| . Permissions for TestWin7SL176 private keys [
Security
Group or user names:
2 5YSTEM -
1 Siemens (TESTWINTSL175Siemans) ‘,-: |
2 S5UTESTWINTSLI76%550) L
.Q{Adminishaiors (TESTWINTSL176" Administrators)
B4 Users (TESTWINTSL176 Users) i
< | I | »
[ Add... ] [ Remove ]
Permissions for Users Allow Deny
Full contral | |
Read ]

Leam about access control and permissions

For special pemmissions or advanced settings,
click Advanced.

[ ok || cancel || eply

Delete a unused certificate:

In case the installation of SiPass fails it could be possible that 2 or more SiPass Root CA

certificates listed in the mmc-console.
Not used certificates can be deleted vis right click to the certificate.

Keep the latest certificate. How to check: double click => Details => Valid from

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

ﬁFiIe Action View Favorites  Window Help

e | nF L XER HE

~| Console Root lesued To

v [} Certificates (Local Compute
v || Personal

| Certificates

| Trusted Root Certificatic All Tasks

| Enterprise Trust

NIN201
Elwinzote

Open

Issued By

- Cut
| Intermediate Certificatic
= . Copy
| Trusted Publishers
| Untrusted Certificates Delete
_| Third-Party Root Certific Properties

| Trusted People
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Any SiPass integrated installation is a DEMO installation.
If LMU is installed and a SiPass license avtivated SiPass will use the installed options.

Configuration or Operation
Client will show DEMO until a
CSID License is activated via
LMU.

SiPass ask LMU every 10
minutes for a license update.

11.1 DEMO features

Ingenuity for Life

@ N

File Edit View Da
[4] Data 4 Operation

| DEMO | l

SiPass integrated Configuration Client

SiPass integrated Configuration Client ™ Version 2.80
Client Build:2.80.04.0001

Server Build:2.80.04.0001

Copyright © 2020 Siemens Switzerland Ltd.

http: [ ‘'www.siemens.com/sipass

This product uses software from OPC Foundation  www.opcfoundation.org

This product is licensed to:

| site ID: DEMO |
Software Update Subscription expiration date:

System Details:

Windows User Name: Siemens
SiPass Operator Name: SIEMENS
Total Doors Configured: 0

Total Cardholders Configured: 0

N/A

License Details...

|

Theses are the 2.80 DEMO features (Help -> About -> License Details)

License Details

License Information:

X

Site ID: DEMO
Card Technology:  Siemens Readers Clkdata/R5435
Fadility Mumber: 0

Workstations: 15 OPC ARE Clients: 2
HR Interface Clients: 1 Web Clients: 3
Card Limit: 15 Door Limit: 128
Offline Doors 5

Available Modules:

f Graphics f Visitor Management
o Guard Tour o Intrusion
o Low Level Elevators o Salto Integration

o Smart Card Encoding

o Data Synchronizer

o High Level Elevators

f Management/Enterprize APT
# Photo ID and Image Verification
f Messenger

o Time & Attendance Export
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12. SiPass integrated login

Since MP 2.70 SiPass integrated has been spit into a Configuration Client and an

Operation Client.
i3 @

SiPass SiPass
integrated integrated
Configuratio Operation
n Client Client

The default User Name and password for both Clients is:
User Name: siemens
Password:  spirit

Welcome to SiPass integrated @ Welcome to SiPass integrated
To logon to SiPass integrated, enter your User Name and Password. To logon to SiPass integrated Operation Client, enter your
usemame and password.
User Name: Siemens
Password: seenes User Name: Siemens
Password: *°*°*° |
[ OK ] [ Exit J [ OK ] [ Close ] [ Change Password
Configuration Client Login Operation Client Login
Change Password
Afte r th e fl rSt l Og In It IS req ul red Your new password must not r:peat any previous password and
should contain at least three of the following: uppercase characters,
tO Ch an g e th e pa SSWO rd . lowercase characters, numerals and non-alphabetic characters.
User Name: Siemens

Old Password:
New Password:

Confirm Password

o] (Cona

Note:
Please create an own customer login and do not overhand the Siemens login to any
customer.
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13. SiPass Client installation

Feedbacks from the field show this is often not a simple task to perform.
With the enhancements we release inside 2.80 we hope it will be changed and at the end
of the day all the installed remote clients up and running.

13.1. Client Connectivity Tool

The new Client Connectivity Tool is located inside the tools folder of each SiPass DVD
image. This is a powerful tool to check before setup the needed connectivity between
future remote client PC and the SiPass server PC.

Copy it to the future remote client PC and run with Administrator rights:
“SiPass.ConnectivityTool.exe”".

Enter the Full computer name of the SiPass server PC, the name can be found at the
Windows System dialogue (Windows Key + Break).

£ system - O *

4 E 5 Control Panel » System and Security > System v O Search Control Panel pel

Control Panel Home . .. .
View basic information about your computer

¥ Device Manager Windows edition
® Remote settings Windows Server 2019 Standard
E;' Advanced system settings © 2018 Microsoft Corporation. All rights Windows Server: 2019
. reserved,
- rf o — /-—'- . 2B f - - fr - . s, S r--”’ e

Computer name, domain, and workgroup settings
Comnputer name: MWINAO1SFM1TE E;)Changr: settings
Full computer name: WIN2019EN1T6

Lomputer description:

Workgroup: WORKGROUP

Alternative use the CMD command: ping -a [server IP address]
The result will be the correct server name which need to be entered into the Client
Connectivity Tool and later during the SiPass remote client setup.

B C\Windows\systern32\cmd.exe

. . . Workgroup environment with DNS
Microsoft Windows [Version 18.8.18363.9@8]

(c) 2819 Microsoft Corporation. All rights reserved. function: This is a scenario when an
C:\Users\Siemens>pingl_a }192.168.112.176 internet router is run behind the

Pinging| WIN2@19EN176 |[192.168.112.176] with 32 bytes of data: Workgroup computers. In this case,
Reply from 102, T68.T12.176: bytes=32 time<ims TTL=128 the Computer Name and the router

Esp/ly fr't':n:n“;,ﬂ"-‘..:l.ﬁsz_l}ﬂ.l'{'!ﬁ:_ Eytp—:dz E;Jﬂedlln_s_UL#"*S.r

_| 1D may get mixed up.
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Enter the SiPass server PC name, select the correct SiPass version and run the test.

€8 SiPass Connectivity Teol - O *
SiPass Server Host Mame: |‘.“.|'IN2D1 SEN176 SiPass version: 28 w
SiPass Port Name Port Number Status Details
' Server Callback Port: 8742 oK
| DCOM: 135, 1024-65535 oK
‘RPC: 135, 445, 1024655... | 0K
. SiPass integrated Web Ul hd443 Ok
' SiPass integrated HR AFI 8745 FAILED Possible reasons: the firewall is blocking the SiPass integrated HR AP service.
| SiPass integrated Managem... | 8744 FAILED Possible reasons: the firewall is blocking the SiPass integrated Management Station AP| service.
TEST Tech. Details ... Close

The above example shows a not started HR and MS API service. This can be ok if these two
functions are not part of the licensed functions.

If they are licensed please check if the -

Mame
corresponding services are running and run the €. SiPass integrated HR AP|
test again. :

-.f,‘(" SiPass integrated Management Station AP

If the test shows a positive result start with the setup of the SiPass remote client.

The below test is resulting in a up and running Windows Firewall at the SiPass server PC
with no exceptions.

€8 SiPass Connectivity Tool - O X
SiPass Server Host Name: |WIN2D‘I SEN1TE SiPass version: 28 w
SiPass Port Name Port Number Status Details

8741 FAILED | The host WIN2019EN176'is not accessible.

Server Callback Part: 8742 FAILED The host WIN2019EN 176" is not accessible.

DCOM: 135, 102465535 FAILED The host WIN2013EN176"is not accessible.

RPC: 135, 445, 1024-655... | FAILED The host WIN2013EM 176" is not accessible.

SiPass integrated Web Ul 5443 FAILED Possible reasons: the firewall is blocking the SiPass integrated Web Ul service.

SiPass integrated HR AP avdh FAILED Possible reasons: the firewall is blocking the SiPass integrated HR AP service.

SiPass integrated Managem... | 8744 FAILED Possible reasons: the firewall iz blocking the SiPass integrated Management Station AP| service.

TEST Tech. Details ... Close

Take a screenshot and discuss the result with customer IT.
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13.2 Remote Client setup
The following steps will explain how to install a remote Client with Self-Singed Certificate.

If you want to install with Machine Certificate, please refer to chapter 7 or the
SiPass integrated MP2.80 Installation Manual from the DVD.

Start the Configuration Client and open the Client Configuration option at the System tab.

QB SiPass integrated Configuration Client -- WIN2019EM176
Eile Edit View Data Operation Program | System | Optiens Window Help

Data % Operation B Program ) System 0 % Components...
ﬂ ELN Cenfiguration...

T e N _‘_’:y‘nitialize;/"' e

ta Advanced Security Frogramming...
Oy Custom Page Design...

" Client Configuration... I

Since 2.80 it is possibility to enter the IP address of the Client PC and let SiPass Config
Client search for the correct full computer name. Click afterwards Generate Self-Signed
Certificate.

Alternatively enter the Full Computer Name of the Client PC manually and click on
Generate Self-Signed Certificate.

Click on Save and select an empty folder where the Certificate should be stored. (always
make new folder for each new client)

B Client Configuration - New - m} *
- Win1DEnt64EN1 72 local Configyztions
Full computer name: || |
Get Name by IP Address
Certificate Thumbprint: |
Only k thumbprint for authentication
(Generate Self-Signed Certificate...
PR Lt NP S e
Generate All Self-Signed Certificates... Iew Save Server Thumbprint ... Save Delete Close
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SiPass creates the Client Certificate and the Server Thumbprint in the folder you selected.
The folder should be accessible from the remote client computer.

You can manually copy this folder to the client computer or save it to a shared network
drive or remotely access the server computer from the client computer.

After using the certificate, remember to delete this folder permanently to ensure security
of information.

SiPass integrated et

o The certificate has been generated successfully!

All necessary files have been copied to the selected folder, The content
of the folder is sensitive. This folder will have to be available on the
client machine at the time of the SiPass client
installation/configuration,

There are 3 files inside the Certificate folder

Mame

| | cacert.pem

_ﬁ client.pfx
| | serverthumbprint
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The SiPass integrated Client is installed in the same manner as the SiPass server.
LMU and Java Runtime is not needed at the Remote Client PC.
So this information can be ignored.

ﬁ SiPass integrated Setup

Java Runtime 11 (64-bit) not detected

Java Runtime Environment 11 (64-bit) was not detected on this system. It is required if you
wish to install the Server feature. Flease refer to the Prerequisites section in the Installation
Guide regarding Java installation.

Select Custom installation.

During the SiPass client installation the “Server”, “Web site” and the “HR API Core” options
have to be deselected.

1 SiPass integrated Setup X

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

e Y
|

Web site
APOGEE Interface
HR API Core

Feature Description

The Server communicates with
the security hardware and the
SiPass database.

Thig feature requires 0KB on
your hard drive, Ithas 0 of 1
subfeatures selected. The
subfeatures require OKB on your
hard drive.
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Attention:

Enter in the Server name field the full computer name of the SiPass Server PC (see 10.1.
Client Connectivity Tool) .

1 SiPass integrated Setup x

%SiPass integrated Server
Enter the location of the SiPass integrated Server

This question is asked only during initial installation. To change the server location you will have
to uninstall and reinstall SiPass integrated.

Server name: |WINZD 19EN176

(IP address iz not supported)

InstallShield

SiPass Client installation in a Workgroup environment:

All the Windows users (Login) of the Client PC have to be exist at the SiPass Server PC as
Windows user (Password must be set for the Windows user).

Info: If the Windows user is not known at the SiPass Server-PC, it is not possible to start
the SiPass Client, following messages will be displayed: “The Server is starting up or is not
available” error messages appears.

SiPass Client installation in a Domain environment:
The Windows user of the SiPass Client PC must have at least local user rights at the
Windows SiPass Server PC.
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SiPass Authentication Management Wizard

Select on the Client in the Authentication Management Wizard the Folder that contains
the Client Certificate and click on Finish.

Import Client & Server Certificates From: | D
¥

= C:ertrflc:ates {Local Computer) Browse For Folder %
i Cther People

Third-Party Root Certificatig
Intermediate Certification Al
Untrusted Certfficates
Personal

Trusted Root Certification A Pragram Files (x26) ~
i Trusted People ProgramData -
‘.. Trusted Publishers

J_Signature Algorithm

Recovery
Systermn Volume Informati
v TEMP
Client cert

Users
Windows
' DVD Drive (D:) v

Make New Folder Cancel

The Certificate is now applied to the SiPass Client PC.

Authentication Management >

o The certificate has been successfully applied.

oK
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Setup of SiPass integrated Client successfully completed.

ﬁl SiPass integrated Setup ‘
SiPass integrated has been successfully

installed.
L d Click the Finish button to exit this installation.

[7] show the Windows Installer log

Apply the same patch as done at the server.
Otherwise the Client can not be used.

13.3 Client certificate invalid/expired

SIEMENS
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If the certificate does not match with the Server certificate you will get the following error

message.

SiPass integrated @

| The client is not allowed to login,

In this case you have to start the SiPass.CertificatePicker.exe from the SiPass integrated

directory as Administrator and assign the correct certificate.

The SiPass.CertificatePicker.exe will be found in the SiPass integrated folder.
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sk (C:) » Program Files » SiPass integrated »

- |‘? | | Searct

1 Mew folder
Marne Date modified Typs
|||E| SiPass.CertificatePicker I\I 23 04 017 13,33 An

Open

| SiPass.Certific atePicker.exe?

(%) SiPass.CertificatePicker.Fun @

Run as administrator

SiPass.CertificatePicker.Fun
SiPass.Client.Asp.Layout.dll
% SiPass.Client.ASP.Shell

|| 5iPass.Client.ASP . Shell.exe.c

[
|

Troubleshoot compatibility
Pin to Taskbar
Pin to Start Menu

Restore previous versions

Please select the folder where the certificate is stored and click on Finish.

) Authentication Management

=)

Import Client & Server Certificates From:

L]

B65D8IDAFF1E2555EA1AEABF484C630BAET2TT

=3 Certificates (Local Computer)
i i~ Other People

It is recommended to copy the
existing Windows account
permissions of the existing (old)
certificate to the new one.

It is recommended to remove
the old (not longer needed/used)
Certificate.

The Client Certificate Thumbprint
is only needed if Machine
certificate is used.

If the new certificate was created
by SiPass nothing have to be done
with the Client Thumbprint.

Subject lssuer

SiPass integrated Authentication Management

Would you like to copy the Windows account permissions frem the
previous certificate to the new certificate?

Mo

SiPass integrated Authentication Management

It appears SiPass is currently using a self-signed certificate, Would you
like to remove it?

Cancel

Authentication Management

The certificate has been successfully applied.

Mote: Please ensure the certfficate thumbprint of this client is updated in
SiPass system using the SiPass Configuration Client. The client
certificate thumbprirt is shown belaw.

Thumbprint: H.i F3A1D48CES958945CCCFEB1FEFSDF5264934

oK
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14. Update of SiPass features
Until 2.76 a new license had to be order and applied by calling the SiPass setup again and
choose Modify.
Since 2.80, SiPass is using LMU and the license update is quite simple.

Order the needed options and activate it with help of LMU.
Wait 10 minutes and the function/expansion is applied to SiPass.

15. SiPass integrated upgrade path
It is possible to upgrade from older SiPass integrated version to MP2.90.

Which versions can be updated directly or needs additional steps can also be found in the
“SiPass installation manual” located on the official DVD.

Current SiPass

Version integrated 2.40 2.60 2.65 2.70 2.75 2.76 2.80 2.85 2.90 2.95 X.XX
Version 2.50
MP 2.35 v X X X X X X X X X X
MP 2.40 v X X X X X X X X X X
MP 2.50 4 v X X X X X X X X
MP 2.60 v v v X X X X X X

MP 2.65 SP4 v v v v v v/ v v

MP 2.70 v v v v v v v
MP 2.75 v v v v v v
MP 2.76 v v v v v
MP 2.80 v v v v
MP 2.85 v v v
MP 2.90 v v

The Support Center will also provide a “Database Upgrade Service”, this will make sense
espessially if older systems need to be upgraded.
SAP purchase order P54511-P200-A10 “SiPass Uprade Service”.
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15.1 SiPass upgrade step by step:

A new SiPass version will need a new license.

Since SiPass 2.80 a

new software license needs to be ordered only via SAP without the

well known software order form.
A CSID created during the SAP order or with help of the LMS Cocpit
(https:/limscockpit.bt.siemens.com).

Based on a Excel sheet a migration tool are created, the tool helps to create a bill of

material.

After a manual verification throug HQ logistic the LMS tool send an email to the
requester and the SiPass LMS license can be activated via LMU.

If migration licenses are needed because a direct upgrade is not possible are they
send in a separate email to the requester.

1. Disconnect the ACCs by changing the ACC Port => all ACCs offline

Components

Component Definitian:

Components  Points

; Servers
=5 WINZ019EN176

=M N A.CC Controllers

ACC Controller
Search Clear
Bus |dertification
Port Na.: 4343
Facility Cade: 0

This is needed to stop the ACC sending events.
The new events, which will be not at the backup, will be stored at the ACC.

2. Backup the database using the SiPass integrated backup function

Backup Database

Backup Options
Database

Graphics Files

This backup will

Select those items pou wish to backup, then enter a destination path for the backup

X

Images ] Swstem Settings
[ Local Settings

be used later to restore again all the data

Use always a new empty folder, to not overwrite an existing backup.

The Audit Trail is not included in the database backup

Move or copy the SQL archive files (date.sqglarc) to a secure place outside of the
SiPass integrated folder. The default location for these files is:

C:\Program Files\SiPass integrated\DataFolder\Data\Archive

| ] = | C:A\Program Files (x36)\5iPass integrated\DataFolder\Data\Ar
Home Share View

&« v P <« 5iPass integrated » DataFolder » Data » Archive

Microsoft S ™
Microsoft 51
Microsoft 5t
Microsoft 5
Microsoft V

MName

| | 20200626.sqlarc
|| 20190724.5qlarc
|| 20190708.5qlarc
|| 20190522.5qlarc
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3. Run the DB check tool and if needed repair the DB, the DB check tool can be found
inside the Tools folder at each SiPass DVD image.
If the check sowing errors use the Repair option.

r{: SiPass Database Checker _ O %
Help
Detected SiPass version:  2.75.10.26

Access
Cardholders
Credentials
Custom fields

+ |+ |+ |+

REREREEREE

Custom pages

Custom pages omphaned cortrols Succeeded

Page control links Succeeded

Duplicated Custom lookups Succeeded
Unnamed controls Succeeded
Maximum Length
Missing Custom lookups
+ Bxdemal systems

+ Fields consistency

+ Output level linking

+ Partitioning

+ Time Schedules

Succeeded
Failed

[ e A e

View Database Report Repair Database status: a Corrupt

After repair take a new DB backup (consider to use a new empty folder)
If the error can’t relaired contact the support desk, provide DB check file an if
possible the DB backup itself.

4. Close all running applications

5. Uninstall the current installed SiPass version, start the SiPass installation (right
klick => run as Administrator) of the installed version and select “remove”.

6. If 2.76 is used: Unisstall “Apache Tomcat 9.0 Tomcat_SiPassintegrated”

Mame Publisher

Apache Tomcat 9.0 Torncat_SiPassintegrated (remove only) The Apache Software Foundation

If this application is not uninstalled the Web Client Activity Feed and Area
Monitoring is not working.

7. Check if the OS, the installed SQL version and Service pack is compatible with the
SiPass version.
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8. Setup LMU and activate the SiPass license

9. Setup the new SiPass version (run as Administrator)
10.Check if a patch is available for the installed version and apply it

11.Start SiPass integrated Configuration client and restore the previous made SiPass
database backup

12.Restart PC after restore DB
13.Login and check the restored DB together with the customer
14.Backup the database with the new SiPass version

15.Copy the before copied SQLARC files to the

current ArChive f0|der o2 Audit Trail Archive Conversion — O %
If the Conﬁg Cllent iS sta rted the SQI—ARC ﬁles There are some audit trail archive files in old format found on
can be migrated to the new SQLrte format. server Would you like to convertthem now?

0! SiPass archive file converter — O X

Archive Folder: |C:'-.Program Files (x86)\5iPass integrated\DataFolder'Data' Archive List Files

Lt

Target Folder: |C:'-.Program Files {x86)"5iPass integrated"\DataFolder\Data' Archive

Delete source file after successfully conversion.

No. Source Progress  Target Status
1 20151204 =sglarc 0 ready
2 20200127 sqglarc 0 ready

ey L R .

Recommended is to start with the SQLARC file of the last 3 days.

After this step it is known how long it will take to migrate 3 days or archive files
and if the migration task can be done inside the available time frame for all the
other SQLARC files.

Any time the Config Client is started the check for existing SQLARC files is
performed and offers the migration.

Reporting only working after the migration to the new format.

16.Bring the ACCs back to communication => change the ACC port back.
Download the current firmware to all devices (Explained in courseware “SiPass
HW-installation”). The current firmware will be found on the original SiPass DVD
lamge.

Note:
Since 2.80 the option “System Settings” and “Local Settings” are not longer used.
Printer and enrolment reader settings have to be re-set manually after the restore.
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16. SiPass integrated Web Client

The SiPass Web Client is always part of any SiPass setup. It is not possible to setup SiPass
without this option.

The Web Client offering following options:

Cardholders

Visitor (licensed option)

Access Levels

Access Group

Alarms

Venues and Bookings

Manual Override

Activity feed (since 2.95 not available)
Area Monitoring (since 2.95 not available)

AN N N N N NN

Card design and card-printing must be licensed and installed per Web-Client!

Web Client login page

R\

N | [
o, - Y -
T ‘ Siemens

?ﬁ";lﬂl il ||!, SiPass integrated

§iE ' ! HIE
:T%M ..%l}, I ; Username Isiemens
<  mEw . -

Password

[ELLTEREY English
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The SiPass integrated logins are also valid for the Web Client login.

@ Home X +

c & win2019en176:5443/SiPass/#/ o Q e H

A siemens @ ®  SIEMENS

Operation Configuration
A Live Alarms

Total Alarms i Credential
G Access Level l Design

Cardholder Eﬁa Access Group \ Preferences

Venue

i Configuration
- .

m About

SiPass Web Client with Chrome browser (recommended browser):

« Start Chrome

* Open Web Client address: https:/[PC-Name :5443/sipass
(At the first time it can be possible that an exception must be entered:
Select ADVANCED and at the bottom klick to Proceed to <PC-Name>, acknowledge
exception.)

A

Your connection is not private

Attackers might be trying to steal your information from win2012sl171.sipass.cps.com
(for example, passwords, messages, or credit cards). Learn more
MET:ERR_CERT_COMMON_MNAME_INVALID

HIDE ADVANCED) Back to safety

This server could not prove that it is win2012s117 1.sipass.cps.com; its security certificate
does not specify Subject Alternative Names. This may be caused by a misconfiguration or
an attacker intercepting your connection.

Proceed to win2012s/171.sipass.cps.com (unsafe)
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SiPass Web Client with Firefox browser:
« Start Firefox
* Open page: https://PC-Name :8743/API/Product
* Add exception
. ThIS WindOW W||| pop up: Mit dieser XML-Datei sind anscheinend keine Style-Information
The above step is only required the first time! - <Product>
— <AvailableLanguages>
—<Language:>
<Key>zh-cn</Key>
. Open Web Client: (f;]agr::;;hmese (Simplified)</Name=>
https://PC-Name :5443/SiPass - <Language>
* Web Client Login will appear with e ames
picture and language selection </Language>

possibility.
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17. Recommended SQL database settings

To apply the recomended settings the SQL Management Studio needed to be used.
SiPass setup will not install this tool during setup, have to installed manually.

The Tool can be found at the DVD image: SQL Server Express\ SQL Server Management
Studio v18.5.1.

Perform the below described steps only of you familiar with the SQL Management tool.

1. By default the recovery mode is FULL, recommended is the mode “SIMPLE

S e e =]

Selecta page I . Z
S Scri - ‘ h Hel,
“7 General H i

‘“‘ Files

“f Filegroups Collation: Latin1_General_CI_AS
%2 Options I =
Change Traciking I Recovery model: Simple |

Pamiceinme e e Sl Cmmanr 1A S0

2. “Auto Close” and “Auto Shrink” have to be set to “False”

4 Madomatic

I Auto Close False I
Auto Create Incremental Statistics False
Auto Create Statistics True

|| Auto Shrink False |
P«Lrto Update Statistics True

B S SO T ——

3. Set the "Autogrowth” value to 100 MB for asco4 and asco4_log

,
S vemee e oot

Select a page i 3
- 5 Script = % Help
1258 Files
I Tegroups Database name: ascod

&7 Options

#4 Change Tracking
24 Permissions

24 BExtended Properties

WINTPROG4EN 168" siemens

Database files:

Logical Mame File Type Filegroup 1 Autogrowth & Maxsize P !;h
ascod ROWS Data PRIMARY By 100 MB, Unlimited [:] C}hProgre

ascod_log LOG Mot Applicable 5 By 100 ME, Limited to 500 ME ChProgrz

This prevent the DB to be fragmented if always 1 MB added to the DB.
4. Set the max size for the asco4_log file to 500 MB (see screenshot above)

5. Assign 50% of the installed RAM to the SQL itself (SQL Server Properties)

Server memary options

81 92 MB iS 500/0 Of 1 6 GB RAM => Minimum server memory {in MB):
0 =
Mepdmum server memary {in MB):

2152 z

6. No SQL Backup job for the asco4 DB should be created.
Recover/restore a SiPass system is only possible with the SiPass own backup.
SQL Backups used in rare cases for fault analyses by the developers only.
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