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1. SiPass Installation step by step

To set up a SiPass integrated system the following steps need to be performed:

VVVYYYVYVY

>

Installation of SiPass integrated software (Courseware “SW-Installation & Update”)
Configuration of the ACC’s

Connect the ACC to SiPass and download the firmware

Connect the FLN-devices to the ACC

Search via SiPass “FLN Configuration” for devices connected to the ACC.
FLN-devices (RIM and 10) will be detected automatically.

Download the Firmware via the “FLN Configuration” define device-names and
configure the devices.

Enter the customer operators, cardholders and access conditions.

(For the configuration and connection of the readers, please refer to the corresponding
Reader Documentation).

SiPass integrated Client PC

SiPass integrated Server PC

Unrestricted Page 4
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2. Device overview

2.1 Door controller

ACC-G2 (AC5102) controller (max 96 doors)

Storage up to 500.000 cardholders

6 FLN-busses, each bus will have up to 16 connection points
Therefore it is possible to connect maximal e.g. 8 DRI per FLN-bus.

ACC AP (APO1P) controller with OSDP reader interface (DRle)
Storage up to 500.000 cardholders

4 inputs, 2 relay outputs, 4 open collector outputs

1 FLN bus supporting SiPass 1/0s (81/0, IPM, OPM)

No support for external intrusion systems (SPC/Sintony)

No High Elevator support

ACC (AC5100) controller, obsolete (max 96 doors)

Storage up to 500.000 cardholders

;(' . 6 FLN-busses, each bus will have up to 16 connection points

e - o Therefore it is possible to connect maximal e.g. 8 DRI per FLN-bus.

ACC-Lite (AC5200) controller (max 8 doors)
L ! SiPass integrated or SiPass Entro devices can be connected, no mix.
Storage up to 100,000 cardholders (SR35i based)
4 1 FLN-bus, the bus will have up to 16 connection points but only

Limited to 8 doors, no support for external intrusion systems
(SPC/Sintony).

ACC-x controller (x will stay for the amount of supported doors)
L | The ACC-x is an upgraded SiPass Entro SR34i/35i.
Example: If a SiPass Entro SR34i/32 will get the ACC-x Firmware
loaded, it will be recognized in SiPass integrated as ACC-32.
It is only possible to connect SiPass Entro devices to an ACC-x.
Also take care to enter the ACC-x license in between 30 days.
The SR-35 is hard-coded to a maximum of 100,000 cardholders.
The SR-34 is hard-coded to a maximum of 40,000 cardholders.
Please refer to the original ACC-Lite /| ACC-x manual for more information.
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2.2 FLN units (Field Level Network)

SRI (ADD5200)

- One reader via clock/data or Wiegand,

- 4 monitored inputs (2 fix assigned for door monitoring)
- 1 relay output, 1 open collector output

DRI (ADD5100, ADD5110, ADD5160, ADD5190)

- Connection for 2 readers via RS485 or clock/data or Wiegand
- 5 monitored inputs (2/4 fix assigned for door monitoring)

- 2 relay outputs

- 2 one door, readers as entry- | exit-reader or

- 2 doors with an entry reader on each door or

- 2 readers for control one turnstile

ERI (ADE5300)

- Connection for up to 8 readers via RS485 or clock/data or Wiegand,
4 up to 8 doors, only one RS485 bus protocol

- 32 monitored inputs (8-16 fix assigned for door monitoring)

- Variable configuration as entry or entry- exit-readers

- No turnstile function.

IPM (AFI5100) Input module

-32 monitored inputs

- 4 relay outputs

- 1 FOR input (FOR = Fire Overwrite)
- 1 FOR output

OPM (AFO5100) Output module

- 16 inputs (not internal powered, not monitored)

- 16 relay outputs

- 2 FOR input

- 2 FOR output

- (In case of elevator control 2 FLN-connection points needed)

Unrestricted Page 6
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810 (AF05200) In- / Output module
- 8 monitored inputs

- 8 relay outputs

-1 FOR input

- 1 FOR output

- ATI 5100- Intrusion Arming Terminal
[- - Terminal to arm, part-arm and disarm SiPass Internal and External
Intrusion Areas.

It is also possible to connect the Entro FLN units to SiPass integrated.

The FLN bus type is “Entro FLN Bus”
This is recommended if reader form the Entro system like the PR500 is used.

DC12
[= \ - Connection for 2 readers via BC-Link
‘ or 1 reader via clock/data or Wiegand
- 2 readers as entry- | exit-reader (one door)
- 2 inputs fix assigned for door monitoring

- 1 output
DC22
- Connection for 2 readers via BC-Link
= . -or1reader via clock/data or Wiegand
' - one door, 2 readers as entry- [ exit-reader
¢ - 6inputs (2 fix assigned for door monitoring)
6 outputs

The DC22 inputs/outputs are not assigned to fix function like in SiPass
Entro. This means also the functions like the alarm bypass relay isn "t
available.

IOR6 In-/ Output module
. : - 4 inputs
- 6 outputs
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3. Connection ACC/RIM / Readers

3.1 Connection of FLN devices to ACC-G2

FLMNG F LMNS F LNG
or 1
I---.--lll-----.ll------“
FLMZ FLMNZ FLMNA1 i

T 1
I-.-.--III..---QII-.----II .

T

Maximal length of each ACC FLN Bus (RS485) is 1000m.

No “star” or “branch” wiring to the FLN-devices allowed.

The devices have to be wired in serial (only one line).

One FLN can have a maximum FLN Load of 16.

Each device that is added to the FLN will supply a fixed FLN Load (see below table).
Please use the FLN Calculator for the FLN Planning.

At the 6 FLN-ports (Field Level Network) following devices can be connected:

SRI 1

DC12 2
DRI 2 DC22 2
ERI 8
IOR6 2
IPM 4
AT 1
OPM 4(2)
810 2
Connection between ACC (FLN) and DRI ACC G2 FLN connector
A(+) +
e © o o o
B(-) -

RS485 S B(-) A(+) NC NC NC
S(Schild) RS422 S Z(-) Y(+) B(-) A(+) NC S
RS232 S TXD RTS CTS RXDGND
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3.2 Connection DRI - card readers RS485

3 A0 +A 3 SIOSIH-/Xd+XLAO AZL|| 3 . 4
000

O NI OPA+ JOVAUILNI TVIEIS ANVITIXNY|| SNT S8PSY O

POWER EQL SRI EQL 485

(@] E LK4 B LK5

ACTIVITY @ GP1
(@] @ k11

READER1 INTERFACE

0 00000
DO+ D1- GRN RED 0V 12V

Connection between DRI and Reader:

Protokoll ARxxS-MF OSDP Siemens RS485
12 VDC + + Volt DC
oV - GND
Tx/+ A B A
Rx/- B A B
Please note:

The RIM's will need different voltage: ~ SRI 12 VDC
DRI/ERI 24 VDC
! The DRI requires at least 18 VDC, otherwise the 12 VDC output will not work!
Connection for “Monitored” or “Unmonitored” Inputs:
The functionality of the Inputs can be defined in the SiPass “FLN-Configuration”.
If the option “Monitored” is selected, all inputs will be monitored.
For monitored inputs the resistors must be wired as shown below.
Monitored Inputs will provide the line states: “Short circuit”; “Break of line” or “line OK".
The DRI-jumpers LK6-10 must be set. Exception is if the inputs triggered by an external

power (in this case the inputs not monitored).

Resistor circuit for monitored inputs
(Resistors 22KOhm)
11KOhm Normal

‘ rk 22KOhm Alarm

(Please also refer at the ,User Manual_DRI.pdf”)
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3.3 Connection of OSDP readers to ACC AP
The ACC AP is the first SiPass controller hosting a RIM (DRle = DRI-embedded)).
The DRIe is supporting following door modes:
* Dual Reader Door
* 2Single reader doors
* Turnstile single door contact
* Turnstile dual door contact
ACC AP ACC-AP ARXXS-MF /
O [ (= O READER 1 OSDP Leser
DALV DD DO A A
o T B B
IRNIIREI
1 2 Cl1 2 C)A B = 4|1AIB S 2A BfA B ~ - B
IN1/2 | OUT1/2 | READER1 COMMS READER2 | OUT 3/4 + +

Both OSDP readers connected to “READER 1" connector.

The "RIM” configuration is the same as for a DRI. (8. FLN-Configuration)
No RIM firmware need to be downloaded because the ACC AP FW itself containing the RIM
functionality.

3.4 Connection of 1/0s to ACC AP FLN Bus

The ACC AP is providing one FLN bus with the compatibility for I/O FLN devices (81/0O, IPM
and OPM). It is not possible to connect additional RIM devices (SRI, DRI, ERI) or Entro FLN
devices.

The I/Os connected to 1A/1B at the COMMS connector.

3.5 Assa Abloy Aperio Hub AH30 connection (from 2.76)

Since 2.76 it is possible to connect a AH30 (RS485 Hub) from the Assa Abloy Aperio
system.

This will enable a wireless reader connection, this is no “Data on Card” system like SALTO.
All access decisions will be made by the ACC-AP.

Link to the Assa Abloy Aperio product page: wpssee s inbmenuiD571 18165350
SiPass will support this Aperio devices: AH30 100, E100 L1 OO (only exit- button)

Support und Konfiguration der Aperio Gerate bitte bei Assa Abloy anfragen.

ACC-AP AH30

COMMS AH 30 DIP Einstellungen:
1A A 1121374[5]61718]9]10
1B B 11olololololol1lo] 1
+VOUT | 824VDC
“VouT GND
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4. ACC and FLN Field Service Tool

The “ACC and FLN Field Service Tool” search via a network broadcast for new ACC's.

Only for special ACC settings it is needed to log into the ACC via Telnet.

The “ACC and FLN Field Service Tool” has to be installed first, the tool is located at the
SiPass integrated DVD image inside the “Tools” folder.

The button “Network Search” of the ACC and FLN Field Service Tool will start a network
broadcast to find connected ACC's. All ACCs inside the same network segment will be
found and listed. Also if they have still the same default IP addresses 192.168.1.250 (after
update to ACC G2 CCP2 the default IP address is 192.168.251.1, like ACC AP).

@ ACC and FLN Field Service Tool
File Tools Edit View Help

ED Settings a) Hl Network Search Exit
3- % Ethernet
& SerNo:33588615 - G2:192.168.1.250 Controller Unit Information
. Serial Number: 33588615
' ,./1 MAC Address 00 0SEE 008587
&" Model Type: ACC-G2 (ACC-G2)

Firmware Version: V2.65.51 (release) (Jun 12016 17:12:04)
Firmware Description  STC ACC-G2 Build 51

Controller Configuration
Current Values Dy dValies

Name: [Acc IACC G2
IP Address: 192 . 168 . 1 . 250

192 , 168 . 10 . 100

255 .255 .255 . 0

0. 0 .0 .0

Host Address:

Subnet Mask:

Gateway Address:

0 .0 .0 0
Host Port: 4343 4343 Download Configuration

Following values have to be entered / defined:
* Name of the ACC
* [P Address
e Host Address (SiPass Server PC IP address)
* Subnet Mask
*  Gateway Address (not necessary if the Host and the ACC are in the same
network segment)

The “Download Configuration” button will send the configuration to the ACC.

If the Server (Host) and ACC IP-Address is entered correct, the ACC will contact his SiPass
Server and is entered automatically into the SiPass integrated database.

If this is not happen check if the Windows Firewall is active because they are blocking the
incoming port 4343.

Disable the FW or add an exception for the TCP port 4343.
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5. New ACC added

The new ACC will be entered automatically into the database and is available at the
Components dialog of the Configuration Client. If this is not the case check the Firewall.
The example below shows the “Audit Trail” with a found ACC from the Operation Client
and the ACC is entered at the SiPass-Components.

To activate the ACC it is sufficient to untick “Disable Communication” and press “Save”.

me | Last ... | Mezsage |
I Mew unit found, attempting to configure unit and disable comms. SN: 3170002, Source [P Address: 192:168:112: 166, Unit type: ACC I

[113] Cardholder Access tem deleted

[114] Cardholder Access item deleted

For safety reasons (system updates) the ACC communication is disabled and has to be
enabled manually at the Component dialogue of the Configuration Client.

Components *

Campanent D efiition: Cortroller  Dialup / PPP Properties

Components  Pgints

B Servers ] -
: Unit Identificat
505 WINTOENTB4ENTES i loemicaton
3 il Unit Name: [ACC.160
Time Zone: | {GMT+01:00) Amsterdam, Bedin, Bem, Rome, Stockholm, Vienna
Alam Definitions: w
Unit Type: | ACCG2 e I Disable Communications I
|| Disable Telnet
Backup Mode: |Onboard Flash > [] Disable Power Monitoring
Serial Mo.: | 33625747 [ Disable Tamper
g [] Disable Daylight Saving Time
Unit No.. (] Disable SSH
Description: |
Peer Network Mode: | Fast ~ Three Wrong Pins: | Global ~
Properties:
IP Address: Persistent Memory Usage:
FW Version: RAM Usage:
Status: Comms Disabled
Unit Model:
05 Version: Refresh
Mew FLM Save Delete Cloze
TIP: For security reasons Telnet and SSH communication [C] Disable Communications

should be disabled after installation (before over handing  [¥/Disable Telnet

the system to the customer). [l Disable Power Moritoring
[ Disable Tamper

[7] Disable Daylight Saving Time
Disable 55H
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6. ACC firmware download
Firmware Download via ACC Initialize-Dialog: System | Options  Wind

& % Components...
All ACC'’s that are online will be listed at the left side of the il = ELN Configuration...
dialogue. 1% Initialize... |
Add the ACC to the right side and choose “Image Download". @ | Intrusion Area..
A file explorer will enable now to select the correct firmware — . _

for the download.

Initislize Systesm
Selec Urits
ovadable/ Qe Selected
Ui Hame PWWasion  Hadwars 05 Viession UrdHame  PwiVession  Hardware 05 Yiession
P 016D 2E55) ACC040 1.000 [update requied)

Flash Download x

j This: wall D cwendsard s Motrer Verzion of the Opesating Flach Fie.
Image
< Remove A Hewe Image: ZNEPass C0's\SPass MP2.70.33 EN SP1\Femwarsh\ACCVAC!
Mews Vettion: Wiaition 2 T0L4G

Tagat Hardwere: [ACC-04D
Deseriphnes STCACCG2Bud 45
[ Irstiskzistion Optises

[P Diowmload Close

Compact Bacdkip | Imags Dovmioad | Fidll | pitialize Choaa

ACC firmware is located at SiPass integrated DVD image at: \Firmware\ACC
You need to select the correct ACC type:

 ACC-042 =>  APO1P (ACC AP)
 ACC-040 => AC5102 (G2)

+ ACC-010/-020 =>  AC5100 (ACC)

+ ACClLite =>  AC5200 (ACC-Lite)

Information for ACC G2:

New delivered ACCs must be updated at first to the firmware version 2.65.44.
Additional to the ACC firmware the ACC-G2 platform must be updated to CCP2.
This can be done via SD-card (Point 7.3) or with the initialize-dialog (POINT 7.1).
Please have a look tot he following pages. The CCP2 platform will include a new
Linux OS for the ACC G2.

Restart the ACC after firmware download. To ensure the systemfunctions it is
necessary to download the actual system-configuration as soon as the ACC is online
again. To load the system-configuration select the ACC to the right side and press

Download.
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7. ACC OS update

With 2.70 not only the functional firmware will be updated, also the OS will be updated
for the ACC G2 controllers.

The new ACC AP is following this rule to keep the security level of the controller operating
system as high as possible.

Higher security and comfortable handling is often an opposite, some steps more are
needed to update an ACC to the current OS/security level.

ACC G2:
A new ACC G2 is delivered with FW 2.55.24 and CCP version 1.
A CCP (Common Controller Platform) update to CCP2 is required (see 7.1/ 7.2).

For a new ACC it is recommended to use the SD card update (7.3) because this is the
fasted way to update the ACC to the latest CCP and FW version.

The housing cover of the G2 has to be removed because of the real time clock battery
isolator. So itis a 2 minute job to insert the prepared SD card, set the jumper X120 and
power the ACC for a minute. (Update is ready if LEDs stop stepping)

Update done!

After the SD card update the settings lost, the IP address of the ACCs is resented to the
new default values (192.168.251.1).

The download way (7.1) is recommended if an existing system should be upgraded to
2.75.

The CCP download takes round about 30 minutes but the ACC G2 is operating as normal.
Only modifications not send to the ACC until the FW download is finished.

After the download the ACC G2 is rebooting and back online.

No IP settings reset happen.

ACCAP:

A new ACC AP is delivered with FW 2.75.14 and Platform 1.1.0

No need performing a platform update until a newer version is released.

If we release in future an ACC AP platform update this can be done via a microSD card
(see 7.3) or via download.

Same recommendations as for the above described ACC G2:

-New ACC AP => microSD card update

-Operating ACC AP => download the platform update via Initialize dialogue.

Other ACCs:
No OS/Platform/CCP update possible.
MP2.75 is the first MP where no 2.75 FW is available for these ACCs.
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7.1 Upgrading ACC-G2 CCP1 to CCP2 Platform via Firmware Download

Step 1:
1. Check if the ACC FW is equal or higher then 2.65.44
if not download “acc-g2 2.65.44 release.bin” first.
located here: \Firmware\ACC\AC5102 (G2)\CCP1_to_CCP2\System_Update_StepO
2. Download now “acc-g2 updatelegacy 2.7x.xx release.bin”
located here: \Firmware\ACC\AC5102 (G2)\CCP1_to_CCP2\System_Update_Step1

Each download take round about 5 minutes inclusive a controller reboot.

The “legacy FW” is a fully functional 2.75 ACC FW and is required to process the ACC OS
update Step2. The system can be tested before the final update to CCP2 is performed
because there is only one way back to CCP1, a downgrade to 2.55.24 with a SD card!

The “legacy FW” will send every hour a reminder to the audit trail until the ACC OS update
is performed, see step 2.

Step 2:

Download the OS update “acc-platform ccp1 to ccp2.17.2 upgrade.bin” to the ACC.
Located here: \Firmware\ACC\AC5102 (G2)\CCP1_to_CCP2\System_Update_Step2.

This file is approximately 20Mbytes in size and will take at least half an hour to download
to the ACC. The ACC is fully functional during the download. Modifications from Host first
send to the ACC if the OS FW download is finished.

Once the ACC has received the complete file, the “Image Download Process Completed”
message will be reported. After ACC Platform image has been written to flash memory,
the “Download Completed. ACC flash programming OK" audit trail message will be
reported and the platform upgrade will be initiated.

The platform upgrade procedure will take around 1 minute to complete and the ACC will
restart. After the new CCP2 platform has been loaded, database configuration and system
settings will be kept.

7.2 Upgrading ACC-G2 CCP2 2.70 to CCP2 2.75 via Firmware Download

If the ACC G2 is running 2.70.xx and CCP2.17.2 FW following file have to be used to
update the controller: “accg2-platform ccp2.17.3 update acc2.75.14.bin”
This file is located here: \Firmware\ACC\AC5102 (G2)\CCP2_to_Latest

The behavior of the download is the same described as Step 2 above.

Unrestricted Page 15
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7.3 Upgrading ACC-G2 to CCP2 Platform via SD-Card

To Upgrade the ACC-G2 OS to CCP2 you needed to prepare bootable SD-Card. Find the
image in compressed .wic.gz format on the SiPass DVD under

\Firmware\ACC\AC5102 (G2)\SD_Card .

Uncompress it by using 7-zip or another similar tool.

The .wic image file has to be written to the SD Card with the Win32Disklmager.

You find it on the SiPass DVD image under \Tools\ACC-G2 SD-Card Creator Tool

Install the Tool and start it with Administrator rights. Add the FW file by clicking on the
blue Folder icon and select the SD Card in the Device pull down.

Win32Diskimager defaults to open a file of extension type *.img, so select *.*, browse to
the location of the .wic file and load it, then click the “Write” button.

f t' . i = Y [ select a diskimage
=2 Win32 Disk Imager L"‘:' ﬂ =y 2
@u' <« ACC » ACS5102(G2) » SD_Card - "y SD_Card durchsuchen
Image File Device e
| = | v ‘s Fovorien > Name
=
|3 B Desktop | acc-image-release-AC5102-accg2_2.17.0.wic.gz
& Downloads || acc-image-release-AC5102-accg2-20170222042847 . rootfs.wic
¥ Syncplicity
Copy | [ MD5 Hash: | Zuletzt besucht
Siemens
Progress = Bibliotheken
&) Bilder
| | %] Dokumente
& Musik
- — _ —_ . B Videns ad| O [ i, b
Version: 0.9.5 Cancel Read Write Exit
Dateiname: acc-image-release-AC5102-accg. + || -

Currently, the CCP build produces a .wic image for a 512MB SD Card, so an SD-Card of
this size should be used. The maximum SD-Card size that can be used is 2GB, no SD High
Capacity (SDHC) cards supported.

ACC G2 Revision 1 will not boot from SD-Cards of 1 or 2 GB in size, so 512MB cards are the
preferred ones to use.
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Power off the ACC G2 and remove the housing cover

Insert the SD Card into the G2's SD-Card slot

Set the X120 jumper, which tells the boot loader to boot from the SD Card
Power up the ACC

APUWN -

5. The LEDs will stop blinking after about 30s, which indicates that programming has
completed. If the ACC was manufactured pre-2012, you might need to press the
reset switch between the CPU and Ethernet connector.

Power off the G2 and remove the SD Card and Jumper X120.

7. Power up the ACC and check if the new CCP2 platform has been installed (8.5).

o

Since 2.70 SP1 the OS Version is listed at the Initialize and Component dialogue of the
Configuration Client.

If the ACC has not been upgraded, repeat the SD-Card update procedure. This may be
necessary as some versions of the ACC have a single-boot UBOOT installed in them, which
requires the SD-Card Upgrade Procedure to be performed twice for the upgrade to take
effect.

NOTE:
SD Card upgrade will reset the network parameters to the following values:
* [P address: 192.168.251.1
* Subnet mask: 255.255.255.0
* Gateway address : 0.0.0.0
* HostIP address: 0.0.0.0
» TCP Port: 4343
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7.4 ACC AP System/Platform Update

The ACC AP is delivered with a SiPass 2.75 compatible firmware.

The following described steps are only necessary if a SD Card firmware update has to be
performed.

Alternative the System Update can be downloaded like a normal ACC AP FW.

The download takes 30 minutes like the CCP update of an ACC G2.

Same task with two different names.

4.1 Preparing the microSD Card
1. Insert the microSD (2 GB minimum) card into the computer.
2. Unzip the file "acc-ap-sdcard_x.x.x.7z" (Firmware\ACC\APO1P (AP)\SD_Card)
to extract the "xyz.img " file.
3. Use Win32Disklmager (Tools\ACC-G2 SD-Card Creator Tool) to write the
“img” file to the SD Card.
Note: The disk imager program must be installed on your computer first.

4.2 Updating the AP Controller with Micro SD Card

Power off the ACC AP

Insert the microSD Card

Press the “Factory setting” button and power on the ACC AP

The “Factory setting” button can be released after 5 seconds

The LED will show the following states as the controller is booting and updating:

- red — the controller is starting up

- the LED color will flash ORANGE or GREEN depending on different stages of the
update

- when the LED turns to steady ORANGE, wait 7 seconds till update is finalized

6. remove power from the controller, remove the SD card and restart

R WwN =

Note: LED flashing RED at any stage indicates an error in the B »

update process. In this case, repeat the steps above to begin e
update again.

TIP:
The microSD card can be handled easier if you prepare them with a sticky tape.
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7.5 Verify the CCP2 platform at the ACC-G2 and ACC-AP:

After the update to the latest CCP / Platform you can verify that it was installed properly
with help of the SiPass Config Client.
At the “Component” or “Initialize” Dialogue the OS version is displayed.

ACC G2 before CCP update:

Properties:

IP Address: [192.168.112.160 Uit Mame P Yersion  Hardware 05 Version

ACC1ED 275,14 ACC-040 10,0 [update reguired)
FW Version: 2.75.14

Status: ICommunicating

Unit Model: ACC-G2

05 Version: |‘I 0.0 jupdate required)

ACC G2 after CCP update:

Properties:
IP Address: [192.168.112.160 Unit Mame P Werzsion  Hardware 05 Wersion
ACC 160 27514 ACC-040 2173
FW Version: [2.75.14
Ctatys: Communicating
Unit Model: ACCG2
05 Version: |2-1?-3
ACC AP:
Properties:
IP Address: [192.168.112.159 Idrit Marme FwiWerzion  Hardware 05 Werzion
ACCAPIRS 27514 ACC-042 1.1.0

FW Version: [2.75.14

Status: lcommunicating

Unit Model: AWCC-AP

05 Version: [1.1.0
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8. FLN Configuration

The SiPass FLN-Configuration will provide the possibility to search for connected FLN-
devices like SRI, DRI, DRIe (embedded at the ACC AP), ERI, OPM, etc.
The “FLN Configuration” will be found at the Config Client: System / FLN Configuration.

8.1 FLN Configuration search devices

Select the ACC which should search for new connected devices.

@ FLN Configuration — O >
=B Global Settings ACC Details
Details
T T 1ACC FLM Bus) Name:
e A Main Entrance east ’ |ACC.1E|}
e DRI1.2
I IP Address: |192.168.112.160 |
Serial No: |33525?4? |
Local Audit Trail:
Bus Mame Unit Name FLN Number Device Mumber  Action Requested Message ~
ACC Controllers  ACC 160 1 - Search Finished.
ACC Controllers  ACC.160 1 2 Get Device Corfiguration  Finished. v
£ >
Refresh Search Devices Download Firmware Close

The search function will be started with the button “Search Devices”.
New found FLN-Devices will be displayed in blue color.

The blue color displays that this device is new found but not saved.
Saved devices displayed in black color.

=@ FLN 1 (ACC FLN Bus)
E Main Entrance east
.. DRI1Z
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8.2 FLN device firmware download

The easiest way to download the firmware into the FLN devices is to use the embedded
firmware. FLN-device firmware included in the ACC FW

ACC Lite does not offer this embedded firmware download possibility.

The ACC AP on board DRle not require a FW download.

Select the FLN devices and click right mouse button.

Click on “Flash with embedded Firmware”.

The ACC will download the firmware into the FLN device.

5 |
B FLN Configuration  # = i | s 0 o S —— = | B |
B"' Global Settings Device Details |Conf\gu|En|cn | Offline Mode|
Bl ACC Controllers
= ACC-Gen 2 Identity
-3 ACCGen 1

T M, :
FLN 2 (ACC FLN Bus) e REEE AT
FLM 3a (ACC FLN Bus) Device Number: [4 |2

FLN 3b (ACC FLN Bus)

&

“-Single Reader Doors Save New Device
@ AC Search Protocol [Default] 3
H  Ac Search Range
= SR Search Exhaustive

Search Exhaustive by Fin

Stored Application

Flash with Latest Firmware Application:

Flash with Embedded Firmware I

Version:

Flash with Selected Firmware

Flash with Specific Firmware y fom

Cancel Operation

If the ACC Lite is used, the FW that has to be downloaded need to be defined before.
In “Global Settings”- “Device Firmware” it is possible to add the firmware for the
FLN-devices (located at the SiPass DVD: \Firmware).

Select the FLN devices and click right mouse button.

Click on “Flash with Specific Firmware” and select the Firmware you added.

@ N Cenfiguration EI\EI

General Detaii | Device Firmware | Smart Card Configuration | Custom Card Format | Siemens OSDP Reader | [ | [

Device Fimware

Search Range

ual Reader Door Save New Device
Search Exhaustive

Search Range by Fin

.
Search Exhaustive by Fn
Flash with Latest Firmware

Flash with Embedded Firmware

Flash with Selected Firmware Stored prhcatllo.n

Flash with Specific Firmware bI DRI 3 Flash with Latest Firmware

AR10/40-MF 4 Flash with Embedded Firmware
Cancel Operation
| 3.46 |

Jump to Application

Local Audit Trail: Doplalesian)
Snft Recet
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8.3 FLN Configuration device settings

Select the “Device Details” tab: The unique “Name” can be entered here

The next free “Device Number” has been assigned automatically (keep it as it is).
The “Door Set” has to be defined.

(DRI offers: 2 Single Reader Doors, Dual Reader Door or Turnstile mode)

If all entries correct, press “Save New Device”.

The blue color will change into black and the assigned name is displayed.

Device Details | Corfiguration  Offline Mode  Reader Firmware & Corfig

|dentity
Mame: |Cfice east
Device Mumber: |2 = St
Door Set: |5 Single Reader Doars w | Save Mew Device
2 Single Reader Doars !
Hardware Dual Reader Door
Model: |Tumstile, Single Door Contact Hard Beset
Tumstile, Dual Door Contact
Revision: |D |
Soft Reset

Serial Mumber: | 10411 |

“Door Set” Info:

The “Door Set” can only be defined at new found RIM!

If the button “Save New Device” is pressed, the “Door Set” can't be changed.

To choose another “Door Set” you have to delete the device and search again.
The device can be deleted at “Components”.
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Configuration tab:

* Reader Technology, select “ARxxS-MF OSDP” for an ARxxS-MF reader or
“Siemens RS485" if an AR6181 MX is connected.

* Inputs behavior “Monitored” need a resistor-circuit (Example page 8).
“Unmonitored” just a switch.

* Local Output will follow Local Input is only used for devices with tamper
input (e.g. OPM, IPM, 810)

* Reader LED Red LED On: LED color red and green (Asia Pacific and USA)
Red LED Off: LED color yellow, red and green (Europe)

« Reader Tamper Auto-Reset If the tamper contact is closed again, the reader
will work again immediately.

+ Reader Technology, select “ARxxS-MF OSDP” for an ARxxS-MF reader or
“Siemens RS485" if an AR6181 MX is connected.

Device Details Configuration  Offine Mode  Reader Fimware & Corfig

Reader Technology IMputs
Reader Technology () Manitored (®) Unmonitored
All Readers | ARwocS-MF OSDP v

| ncal Output follows Local Input
LA EIND Byimity A

Mo

[

LEDs=
LED On (@) Red LED Off
Tamper Auto-Reset

(® Mo

imagt Card Configuration

A0S
ARxc5-MF OSDP BCD Packed
ARxcS-MF QSDP BCD Unpachked
ARxeS-MF QS0P Custom
ARxcS-MF QS0P Mifare Facility
ARxcS-MF QS0P Mifare GID
ARboS-MF QSDP Mifare Mumeric
Custom Card FqAReeS-MF QS0P Raw
ARxcS-MF OSDP Sector 7 26-bit
Corfigurati Barcode (CX2B) 2of 5
Barcode (CH2E) 3of 5
Barcode (CXZ2B) Encrypted
R3485 Reader gy de (C2B) Facilty

Enable 5el Barcode (CX4) 2 of 5
Barcode (CX4) 3of 9
Barcode (CX4) Encrypted
Barcode (C¥4) Facility
Cotag Proodmity 27 Bit
| Custom Card (Wiegand) | .
Refresh Disg Digikey NexWatch 34 Bit (S-Net DKR) |_5i Default Save Configuration
Digikey MexWatch 34 Bit (S5-Met) MSR
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8.4 Aperio devices search and config via FLN Configuration (from 2.76)

Connect the AH30 to COMMS 1A/1B connector, at the ACC-AP select the FLN protocol
Aperio FLN Bus. Afterwards start the Search Device-function.

@ FLM-Konfiguration

E|--- Allgemeine Einstellungen ACC-Details
B, ACC Kontroller
G- ACC Details

| Protokoll [Standard] suchen * ~  Standard
Suchbereich ACC FLM-Bus
Grindliche Suche ENTRO
Suchbereich nach FLM » GRANTA FLM-Bus
Grindliche Suche nach FLMN FLM Bus

Mit neuester Firmware aktualisieren =
Mit integrierter Firrnware aktualisieren SEETE L CE

All Aperio-devices linked with the AH30 will listed now. (Up to 8 devices)
If a unique name has been given to the Aperio-devices they can be saved.
The wireless readers can be used now with SiPass.

f FLN-Konfiguration — O X
g

E|--- Allgemeine Einstellungen Geratedetail
Bl ACC Kortroller
-2 ACC AP Identitat
E|*J= Aperio Hub . - =
T Ao Lock 1.1 Name: |Aperio Lock 1.17
E Aperio Lock 1.17 Geratenummer: |2 = Fuweisfperio Exteme 1d;17
@ Aperio Lock 1.33
E Aperio Lock 1.49 Tir mit Eingangsleser Neues Gerat speichem
=-f FLN 1 {FLN Bus)
‘@ DRIe 11
(- ACC G2

Hardware

Modell: Hard Reset

Version:
Soft Reset
Serennummer: |0208DEF2

=R}
o

Ausgefihrte Anwendung Gespeicherte Anwendung
Anwendung: |Aperio Basis Lock
Version:
Umstellung auf Bootrom Anwendung ausfihren

The Operation Mode Card and Card and Pin is available.

Also the Additional Access Method Options Daily Code and Pin as Card is available.
The relay of the wireless reader can be controlled via Manual Control like a DRI-relay.
Therefore a relay-control via time-plan is possible.
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8.5 OSDP reader connection at the ACC FLN Bus (from 2.76)

Normally the OSDP-readers connected to the DRI or ERI.

Because the ERI can’t handle the OSDP-V2 encryption the solution is to connect the OSDP-
readers direct to the ACC-FLN.

These OSDP-readers can be linked later to the original ERI where they have been
connected before.

Up to 8 OSDP-readers can be connected to an ACC-FLN.

It is not possible to mix devices at this ACC-FLN, so only OSDP-readers allowed.

How to:
e Connect reader to the Acc FLN Bus (reader A=>FLN A(+), reader B => FLN B(-))

e In the FLN-Configurator select the ACC and select the OSDP-protocol.

E FLM-Konfiguration

=B Allgemeine Einstelungen ACC-Details
=& ACC Kontroller

(- ACC AP Details

JE:‘ Protokoll [Standard] suchen >« Standard :
Suchbereich ACC FLM-Bus
Grandliche Suche ENTRO
Suchbereich nach FLN > GRAMTA FLM-Bus
Grandliche Suche nach FLMN > FLM Bus
Mit neuester Firmware aktualisieren Leid
Mit integrierter Firrnware aktualisieren A T

E FLM-Konfiguration

e Afterwards press Search Devices

=B Algemeine Einstellungen
EI;L ACC Kortroller
-3 ACC AP
.5 ACC G2
== FLN 3 (OSDP)
il OSDP Gert 2.1

. Gerdtedetails  Korfigurstion  Leser-Fimware und -Korfigi
e Save new device, select the reader

Leser-Technologie

technology in the Configuration-tab and Ausweislese| Technologie save
the configuration. AlleLeser [ AReS MF OSDP v
AFbocS-MF OSDP

ARbocS-MF OSDP All HID Prox
AFbocS-MF OSDP ASCI
ARbocS-MF OSDP BCD Packed
ARbocS-MF OSDP BCD Unpacked
ARbocS-MF OSDP Custom I
ARbocS-MF OSDP Mifare Facility
ARbocS-MF OSDP Mifare GID
ARx<S-MF O5DP Mifare Numeric
ARbocS-MF OSDP Raw
Benutzerdefinie ARx<S-MF OSDP Sector 7 26-bit
iClass OSDF

Konfigurati Kein

D5DPF allgemein
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Now the OSDP-reader can be added to the belonging door. (e.g. at the ERI)
This will be done at Components.

Kemponenten
Komponenten Defintion: Gerat Tdrleser 1 Tirleser 2 Ein-und Ausgdnge Version Statistiken
Kompanenten  Sicherungzpunkte
B Sepver Ausweisleser 1
-8 WINZD1EDE 169 Name: | Haupteingang Tirleser 1 | [T eser msweisen
B% ﬂ:ch'éc&nggler mitBerug 2 I Trennen
E|__i ACCG2 Alarmdefinitionen: V
- FLN 1 [ACC FLN-Bus) Betriebsmodus: | ausweis 5

-3 Haupteingang
-3 Wertrieb Support

(Mehrfach-) Firmencode:

=-ffo= FLN 303D PIN-Tmecut (Sekunder): [10 |  Dauers Sek.): :
2 0SDF Gerdt 3.1 imeout (Sekunden): | 10 auer Summer {Sek.) P PEE——
B3 OSDP Gerdt 3.2 [ ausweis nach 3 falschen PIN-Eingaben sperren,

o5 Auswihlen

Sicherungspunkt | FLN-Name FLN Adresse Geratename Kaontrollername

OSDP Gerat 3.1..  FLN 3 (OSDP) 3 OSDP Gerat31  ACC G2

OSDP Gerat 3.2 FLM 3 [0SDF) 3 OSDF Gerat3.2 ACC G2

e and save.

Now the link to the OSDP-reader will be shown.

Gerat Tlrleser 1 Tirleser 2 Ein-und Ausgénge  Version Statistiken

Ausweisleser 1

MName: Haupteingang Turleser 1

mit Bezug 2u | OSDP Gerat 3.1 Door Reader

Gerat Door Reader  version Statistken

Ausweisleser

Mame: | O5SDP Gerdt 3.1 Door Reader|

Bezug nehmend Haupteingang Turleser 1
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9. Replace a defect RIM

If a FLN device is defect and has to be replaced, the FLN Configuration dialog will help to
replace the defect device.

@ FLN Configuration — O 3
=-[2) Global Settings Device Detalls  Corfiguration  Offline Mode
Bk ACC Cortrollers
=3 ACC.160 Identity
=-ffg= FLN 1 {ACC FLN Bus)
: ; N E
= 5 [EEE ame: |[DRI1.3
il Main Entrance east Device Number: |3 = Set
il Office East .
Door Set: 2 Single Reader Doors w Save New Device
Handware
Model: |RIMD1D Hard Reset
Soft Reset
Serial Mumber: | 10411
Running Application Stored Application
Application: [RIMD10 Bootrom Pogication: [ ]
Drop To BootRom Run Application

Example: The DRI at the Main Entrance east (Device Number 1) is defect.
The FLN search has found the new DRI (DRI 1.3).
The new DRI will get automatically the next free Device Number. (e.g. 3)
» Defect unit has Device Number 1
» New found unit got Device Number 3
» Enter the Device number 1 at the new found unit and press “Set”

- FLN 1 (ACC FLN Bus)

o E ORI13 Name: |DH| 1.2
----- H Main Entrance east Device Mumber: |1 = Set
[ Office East

Door Set: |5 Single Reader Doors

» The new found Device will disappear (has been moved to Main Entr. east)

» Select the unit Main entrance east

» Download firmware

» Configure the unit re-save the reader technology, select another, save,
select the correct and save

Any configuration (access rights, event tasks, etc.) are assigned to the new unit.
No further steps required.
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10. Manually create devices

The devices can also be created manually in SiPass.

At the SiPass “Components” dialog, it is possible to create ACCs the FLN-Buses and FLN
devices.

With this feature all devices of the site can be predefined without hardware.
Cardholders and access rights can already be configured.

If the hardware will be delivered:
The FLN-devices just have to be set to the correct
Device-Number (Refer to: Replace a defect RIM Page 19).

The ACC serial number should be added before the ACC will =
be connected. If the ACC will be connected now he will —
take the correct place where his serial number is located. —

Time Zone: | (GMT+01.00) Amsterdam, Bedin, B
Aam Definitions:
Unit Type: | ACC-AP

Backup Mode: | Onboard Flash ~

Serial No.: [33624783 |

How to manually create devices:

Select the ACC and click on “New FLN". Enter the Name, select the FLN number and click
save.

Components (et ]
Component Defnition: FLM
Cempanents | Points
& Servers FLN Configuration
- B TESTWINTSLITS Name: FLN 3
i ACC Cantiollers
2 400 o R —
5o FLN ' 0
FLN 2 n
Type: 2 A
<Mew ltem> _F
435 ACCGen1 4 |
-3 SRH e
Save l Cloze
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Select the FLN and click on “new Device”.

Components

Coenponert Definition:
Comporents | Poarts
& Servers
- B TESTWINTSLITS

2 ACE Cortrobess
-3 &CC- Gen 2

+ FLN1
FLN 2
E FLN 3
#-3 ACCGen 1
v SR

FLMN Configuration
Nama FLN2
Hhmber 2
Tyme

L8]
OPM
810
SR
DRI
ER
AT

| Delee | | Cse |

SIEMENS
Ingenuity for Life

Following FLN units are available if the FLN bus is an ACC FLN Bus:

* IPM Input Module 32 monitored inputs

*  OPM Output Module 16 outputs, 16 inputs (not monitored)

« 810 8 Outputs, 8 Inputs monitored
* SRISingle Reader Interface
» DRI Dual Reader Interface (2 Single reader doors or one Dual reader doors or two

Turnstile modes)

* DRIe on board ACC AP Dual Reader Interface (2 Single reader doors or one Dual
reader doors or two Turnstile modes)

ERI 8 Reader Interface (8 readers, different door modes possible)
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11. ACC G1 Info (ACC 5100)

Connection DRI (RIM) to ACC

BAT 24VDC

—
DIAG MODEM  10/100 FLN4 FL?l3b FLN2 ISa ALARM OUT TAMPER BA.CKEP EHN
| |

I [ ]+ (e =
W

| | | | [ | | 1)
I [ I
BLN FLN3a FLN1 ISb

Connection between ACC G1 (FLN) and DRI:

A(+) +

B(-) -

E(shield)

3a and 3b is one FLN-Bus->16 connection points

Advantage of this Bus: 3a maximal connection length 1000m, 3b also 17000m.
Isa and Isb will be one FLN-Bus, the wiring is shown below:

Isa + - at FLN-device (e.g. DRI)

Isb + + at FLN-device (e.g. DRI)

Maximal length of each ACC FLN Bus (RS485) is 1000m.

No “star” or “branch” wiring to the FLN-devices allowed.

The devices have to be wired in serial (only one line).

One FLN can have a maximum FLN Load of 16.

Each device that is added to the FLN will supply a fixed FLN Load (see above table).
Please use the FLN Calculator for the FLN Planning.
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12. ACC Lite /ACC-X info

Connection DRI (RIM) to ACC Lite / ACC X

At the FLN-port (Field Level Network) following devices * can be connected.

DC12, DC22 & IOR6

DC12 2
DC22 2
IOR6 2

IAT 1

Connection between ACC (FLN) and DRI:

COM A (4) +
COM B (3) -
Maximal length of the ACC FLN Bus (R$485) is 1000m.

No “star” or “branch” wiring to the FLN-devices allowed.
The devices have to be wired in serial (only one line).

I Mandatory for ACC-Lite is an End Of Line resistor 120 Ohm connected direct at the
ACC FLN connection!
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The FLN Bus of the ACC Lite can have a maximum FLN Load of 16.
But the Lite is Limited to 8 doors. SINTONY or SPC are not supported.

ACC-X only support Entro Devices!

The FLN Bus of the ACC-4 can have a maximum FLN Load of 8.
But it is Limited to 4 doors.

The FLN Bus of the ACC-8 can have a maximum FLN Load of 16.
But it is Limited to 8 doors.

The FLN Bus of the ACC-16 can have a maximum FLN Load of 32.
But it is Limited to 16 doors.

The FLN Bus of the ACC-32 can have a maximum FLN Load of 64.
But it is Limited to 32 doors.

Each device that is added to the FLN will supply a fixed FLN Load (see table on Page 8).
Please use the FLN Calculator for the FLN Planning.

To migrate the SiPass Entro SR34i/35i i to SiPass integrated, a new firmware has to be
loaded via CF-card into the SR34i/35i.

If an Entro SR34i/35i will get the ACC-x firmware loaded, it will be possible to connect the
controller to SiPass integrated.
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ACC-x License:

After the ACC-x firmware is loaded a license number must be downloaded in between 30
days. To create the license the serial number of the ACC is needed.

Components @ 1
ltmmnmbef‘mm . 'M‘mﬁppm'
Components | Points
= Servers ficati
- TESTWINTSLITS Ut
-2 ACC Controbers Unk Name: | SA34
B e Time Zone: [(GMT+01:00) Amsterdam, Berin, Bem, Rome, Stockholm, Vienna = |
- 3
Unit Type: |ACC4 - | Disable Communications
[ Disable Teinat
Backup Mode: |Onboard Backup B | Disable: Power Mondoring
[ seral o 33576152 | Dbl Tarmper
- | Disable Dayight Saving Time
Ut No.: 3 Disable 55H
Description:
Peer Network Mode: |Fast - Three Wrong Fins: | Global =
Properties:
IP Address: Pamistent Memory Lisage:
Wiersion: RAM Usage:
Stakus: Mo Comms
Urit Model: Refresh
NewFLH || Save | Delete Close

Without license the ACC stop to work after 30 days!! The license number has to be copied
to a Text file and then downloaded via the initialization dialog.

Below you find an example for the license file.

| test ACCx _ACCEntroLicense-5285.txt - Editor

Datei Bearbeiten Format Ansicht ?
[fF25DC1D ASA94BBD
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13. Entro Migration

For migration purpose it is possible to connect SiPass Entro devices to SiPass integrated.
The Entro devices like DC12 / DC22 can be connected via the ACC FLN.

Entro specific features not available in SiPass integrated e.g. alarm bypass.

The DC12 and DC22 can both handle one door.

It is possible to connect only entry- or entry- and exit- readers (e.g. PR500).

Two readers can be connected via BC-link. Only one reader via Clk/Data.

ACC DC22 DC12

It is not possible to mix SiPass Entro and SiPass integrated devices at the same FLN-Bus.
Maximal 8 DC12/DC22 can be connected to one FLN-Bus.

Installation:
Select the Card Technology “Siemens Entro” during installation.

Tenant possibility:

It is also possible to select the Card Technology “Siemens Entro” for an additional
credential. This will be needed if the integrated and Entro hardware are mixed

(not recommended because any cardholder have to be assigned two card numbers).
A corresponding Tenant license have to be ordered.
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14. Additional information

14.1 AC5102 (ACC G2) or ACC AP can’t be found

These ACCs offering a USB config port if the IP address is not known.

The installation and configuration is described at the SiPass integrated Firmware
Configuration Guide.pdf, this document is located at the SiPass integrated DVD at:
\Documentation\SiPass integrated Firmware Configuration Guide

14.2 Telnet connection and how to change ACC IP-Addresses

ACC login (Username and password case-sensitive)

Username: SIEMENS

Password: spirit

Due to Security reasons the password must be changed after the first log in
Enter g or get getting the actual settings listed

~

i Telnet 192.168112.167 Lo o )

TC ACC-G2 Build 9
ersion: 2.65.89, (Release) E
uild time: Oct 30 2013 15:52:19

sername: SIEMENS
assword: e
ser SIEMENS logged in

tatus

CC Name : ACC .167 (Unit Id = 1)

CC State : Uptime: 1:82:11:43, Online: 0:00:85:16
th@ IP Address : 192.168.112.167

th@ Subnet Mask : 255.255.255.0

thd Gateway Address : 0.0.8.09

ost IP Address : 192.168.112.177 : 4343

AC Address @ : PB:0B5:ee:00:85:fc

erial Number : 33588732 (ACCA4@ Revision 4-8)

tored Application : Uersion 2.65.89 (Release)
Description : STC ACC-G2 Build 9
Link Date : Oct 30 2013 15:52:19

elnet / SSH server : Enabled / Enabled (actual:10822 / configured:10022)
Wrong PIN : Global - all PIN error counts sent to all peer ACCs
eer Network mode : Fast (local lan>

PB mode : Globhal

uickStart : Enabled <(hut will not run until host address changed)
xpansion Module : 3 FLN Module

olts & Temperature : 24.1 Uolts, 40.8 C

ernel version 2 2.6.27.19d, Thu Mar 7 12:28:48 EST 2013

ardware watchdog : Watchdog:<{1)> enabled; Watchdog countdown value: 23%

The following parameters need to be set:
> set h [SiPass server IP address] IP address of the SiPass server
> seti[ACCIP address] for the controller IP address
> set g [gateway IP address] for the gateway, Router of the segment
> sets [subnetmask] for the subnet mask of the segment of the ACCs

Example: Set the ACC IP-Address of the ACC (set=5):5i192.168.112.167
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14.3 AC5100 (ACC) can’t be found

Terminal connection

If the ACC is not found automatically and the ACC settings unknown, it is only possible to
get in contact with the ACC via diagnostic cable and e.g Hyper Terminal.

The diagnostic cable is needed to connect the ACC (Diagnostic Port) to an RS232 PC COM
port.

DIAG cable (RJ12 / 9-contact), Cable is shown on the below.

If the Diagnostic-cable is connected, it is possible to connect to the ACC via Terminal-
program (e.g. Hyper Terminal, settings below)

Baud: 9600, Data Bits: 8, Parity: None, Stop Bits: N

RJ12 DB9 PIN
f PIN
f N
/ 6 2
II
5 3
CLAG WaODEM 10000 FLN4 g ;
m 000 i 2 5
- om o%.: 0
_ £ 1 5
7->8
ACC Diagnostic cable RJ12-> DB9
iag i > g

Telnet connection:
If the ACC IP-Address is known, it is possible to contact the ACC via Telnet.
Select ,Start” type ,Run” and enter the command “telnet 192.168.1.250"

Programs (1)
3] Run

Control Panel (10)

[0 Run programs made for previous versions of Windows

¥ View recommended actions to keep Windows f
=

18 Show which operating system your computer i Lt @

18 View running processes with Task Manager
View lst of p —  Typethe name of a program, folder, document, or Internet

I View list of running gadgets resource, and Windows will open it for you.

¥ Review your computer's status and resolve issu

Files (209) Open: | telnet192168.1.250] -

Run SQL script %) This task will be created with administrative privileges.
% RUNGLSD.DLL
=] RUNRULESULXML
=] RUNRULESULXML
_ Script.sgl
% 0x0409.ini

OK ] ‘ Cancel ‘ | Browse...

A+ See more results

[run x| | Shutdown | v |

D FarEY
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14.4 How to delete the RIM-firmware and ID

The RIM-firmware mustn't be deleted normally.

With the “FLN configuration” the old firmware will be overwritten.

Exception: (very seldom)

If the RIM is loaded with the SiPass networked firmware, it is necessary to delete the DRC
firmware (networked) in front. (SiPass networked is 10 years out of order)

How to check if a firmware is loaded in the RIM:

If the “ACTIVITY" LED flashes quickly (3-4 times per second),
will show that no firmware is loaded into the RIM.

If the “ACTIVITY"” LED flashes slowly (once per second),

the firmware is loaded.

How to delete the firmware:

a. Link the pins “GP1” and “LK11" using a jumper

b. Short connection of the ,RESET” Pin's with a jumper

c. Leave the Pin “GP1” und “LK11” connected,

If the “ACTIVITY” LED will flash quickly (3-4 times per sec.),
“GP1” and “LK11” can be disconnected.

The RIM-firmware is deleted.

3 A0 +A || 3 SLOSLE-PA+XLAO ATH[ 3 - +

O NI 9PA+ JOVIYILNI TVIHIS AYVITIXNY| SNE S8¥SYH O

POWER EQL SRI EQL 485
(@] E LK4 8 LKS
ACTIVITY | @ GP1
® K11

GP2
comms B LK2

LK12
o
w
Siemens Building Technologi .
RIM reseT

LK3 LK1

o] LKG Py LKTPY LKSPY LK9PYLK10 RLY1 RLY2
'2‘ A oF P4 aux1 auxz) aux3
= A | pwrhd PWR b pwp b pwr b by
< x

<

QO s —

READER1 INTERFACE
D0+ D1- GRN RED 0V 12V

xx
D-S
READER2 INTERFACE

ICOMNO NC 12V 0V _|[D0+ D1- GRN RED 0V 12V

DC OUT

REX  DOOR/C AUXIN1 AUXIN2 AUXIN3

(0 0]0 0[00]00]l00

IN- IN+ ' IN- IN+ [IN- IN+ |IN- IN+ | IN- IN+

RELAY 1

xxa

COMNO NC

RELAY 2

This step reset the RIM to factory default, that means that also the ID number is reset and
the RIM get the first free ID if a search at the FLN bus is started.
This could be necessary if a used RIM is moved from one to another FLN/ACC.
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